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ABOUT T HE R E S I L I E NCE S H I F T

The Resilience Shift exists to inspire and empower a global
community to make the world safer through resilient infrastructure.
More people than ever depend on the critical infrastructure
systems that provide essential energy, water, transport and
communications services, and underpin food, healthcare and
education. When this infrastructure fails the consequences can be
catastrophic.
Supported by Lloyd’s Register Foundation and Arup, the
Resilience Shift provides knowledge and tools for those
responsible for planning, financing, designing, delivering,
operating and maintaining critical infrastructure systems. Our aim
is to ensure infrastructure systems are able to withstand, adapt to,
and recover quickly from anticipated or unexpected shocks and
stresses - now and in the future.

D E F I NI NG R E SI L I E NCE

Resilience is the ability to withstand, adapt to changing
conditions, and recover positively from shocks and stresses.
Resilient infrastructure will therefore be able to continue to provide
essential services, due to its ability to withstand, adapt and
recover positively from whatever shocks and stresses it may face
now and in the future.
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Foreword

The Resilience Shift recognises that, to promote a shift in how the
resilience of critical infrastructure is delivered in practice, decisionmakers need:
1. A common understanding of ‘what’ resilience is and why it
matters
2. Tools and approaches that will equip them to put resilience
thinking into practice
3. A clear understanding of the drivers and incentives to shift
practice towards resilience approaches.
Our work has told us that the drivers of change for critical
infrastructure resilience come from three key areas: policy action
(including legislation and regulation), financial incentives, and
customer demand. There is no single solution for resilience, and
most examples of successfully embedding resilience into practice
result from a blend of levers.
This report explores the impact of a legislative policy instrument
used in the state of Victoria, Australia, and relating to the resilience of
critical infrastructure. Based on in-depth interviews with infrastructure
owners and operators, it highlights how legislation, as a policy
instrument, can drive more comprehensive resilience approaches,
both within organisations and at a sector and cross-sector level.
Legislation is an important piece of the overall puzzle, and there are
valuable findings from this work, that can inform the strengthening of
critical infrastructure resilience in other sectors and geographies.
We are delighted to have supported the authors in producing
this report.
The Resilience Shift team
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E X E CUTI V E SUMMARY

Executive summary

D

amage, disruption or destruction of infrastructure systems,
due to natural hazards, malicious attack, negligence or other
causes can have a catastrophic impact on the communities
that depend on them. These events are increasing not only in
frequency but in their intensity (Sewell et al., 2016, IPPR 2019). At
the same time, infrastructure around the world suffers from lack of
attention and from under-investment.
Public policy, simply defined as actions taken by governments (Keele
& Coenen, 2019)1, aims to provide stability and reduce uncertainty
through framing and coordinating behavior (Hadfield and Weingeist,
2012). To support enhanced resilience of critical infrastructure,
policy action is vital, but policy also needs to be flexible and
dynamic, because of the uncertain and complex future in which our
infrastructure needs to function.
As part of our work to better understand the role of policy action
in enhancing critical infrastructure resilience, we have explored
the effect of the Emergency Management Amendment (Critical
Infrastructure Resilience) Act 2014 implemented in Victoria, Australia.

The key insights provided from this case study relate firstly to the
implications of legislating aspects of critical infrastructure resilience
(i.e. coercive rather than voluntary policy instruments1), and secondly,
to ‘what works well’ in practice, that could or should be adopted in
wider practice.
Some key aspects of the Act itself include:
•

Participation in a resilience improvement cycle

•

Annual submission of a Statement of Assurance that identifies
emergency risks and specifies risk mitigation actions

•

A requirement to develop, conduct and evaluate annual simulated
emergency exercises

•

Establishment of Sector Resilience Networks to promote
collaboration and knowledge sharing between the Victorian
Government and infrastructure owner/operators.

To understand the implications of this legislative framework in
practice, we conducted semi-structured interviews with portfolio
departments and infrastructure owners and operators from the water
and transportation sectors.
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We can look at our findings by the level of their application:

O R G A NI S AT I ON

SE C TOR

We learned that legislation brings about a
transformation towards better resilience
practice, including planning, reporting, and
sharing knowledge and best-practice with other
organisations. Compliance with the Act has also
had an impact on the structure of organisations
through either creating new roles or modifying
existing roles to cover tasks associated with the
Act.

For sectors (in this case transportation and
water supply), the creation of formal Sector
Resilience Networks, which are enforced
through the Act, brings with it the additional
dividend of informal networks and social capital
that enhances the ability to respond to and
recover from emergencies. Knowledge sharing
within sectors, and visible and transparent
risk management practice, creates a common
baseline, and continually ‘raises the bar’.

On the other hand, we learned that with
limited resources and budget, compliance
with the legislation could take priority over
other activities, without providing flexibility for
organisations to prioritise themselves, based on
their individual needs.
Costs and benefits
There is also a cost implication for organisations
in terms of addressing new risks, and in terms
of compliance through reporting, monitoring,
reviewing and enforcement of the Act, as well as
cost implications for enforcing and monitoring
the practice by the governing bodies.
Benefits observed for organisations (outside of
those gained by loss avoidance from disasters)
include reductions in insurance premiums,
which are balanced against costs associated
with employing additional staff, reporting and
conducting exercises.

I think [the Act] gives you the ability to look more broadly at what the risks
are.
… also perhaps [our approach is now] less prevention focused and more
consequence management focused.
Anonymous source
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C R OS S-SE CT OR

We learned that the requirements of the
legislation to understand interdependent
infrastructure systems creates a sense of
assurance, in that organisations can reasonably
expect a more reliable service from other
interdependent critical infrastructure systems
as a result of compliance with the Act.
Furthermore, the indirect and direct channels of
knowledge sharing, visibility across the sectors,
as well as leveraging the Act in the service of
interdependent infrastructure systems, creates
the effect of industry sectors pushing other
sectors to ‘raise the bar.
“We do a lot of joint activities [with other
sectors]. We’re planning one right now …,
and last year we led a four-sector exercise.”
Government agency

“They’re [infrastructure owners/operators]
also very interested in [what other sectors
are doing] because they know that they’ve
got these dependencies.”
Government agency

“I think the Act as a common set of
requirements means there is a degree
of assurance that the broader network is
resilient… We can take a huge degree of
reliance on the fact that all the agencies
… exercise under this Act and have the
appropriate diligence, capability, their
response plans are appropriate and
suitable.”
Transportation sector

We also noted the following findings from this
research:
A SH I F T F R OM R I SK TO R E SI L I E NCE

This case study provides evidence of a move
from a risk mindset to a resilience mindset in
practice, through a change in thinking from
security to recovery from all hazards, and
from a move towards exploring scenarios
with unidentified causes through simulation
exercises.
L E GI SL ATI ON AS A P I E C E OF TH E
PUZZLE

Legislation is not a panacea and can
be complemented with market-oriented
mechanisms such as insurance policies,
technological innovations, and most importantly
community resilience initiatives2.
C H AL L E N GE S F OR F U TU R E
L E GI SL ATI ON

In producing this report, we have identified
some future challenges that may be helpful to
inform the future direction of any legislation in
the field of critical infrastructure resilience.
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I N T R O DUCTI O N

A

fundamental step in the path towards enhanced resilience in the critical
infrastructure is the need for policy action. To better understand this, we
studied a legislative policy instrument in Victoria, Australia - the Emergency
Management Amendment (Critical Infrastructure Resilience) Act 2014 - hereafter
referred to as the Act.

Emergency Management
Amendment (Critical
Infrastructure Resilience)
Act 2014

Victoria’s Critical
Infrastructure All Sectors
Resilience Report 2017

Victoria’s Critical
Infrastructure All Sectors
Resilience Report 2018

Critical Infrastructure
Resilience Strategy

Ministerial Guidelines
for Critical Infrastructure
Resilience

Figure 1
Legislative
mechanisms
associated with
the Emergency
Management Act

Legislation of resilience needs to be considered
in parallel with other changes, but even by itself,
there is evidence that it has instigated a change
in practice. This report sets the context for the
Act, and explores the following question:
What are the implications of legislation
at organisational, sectoral, and societal
levels?

This report seeks to provide insights for policy
makers on the potential benefits and challenges
in legislative approaches to critical infrastructure
resilience. It should also inform those involved
in the planning, design, delivery, operation and
maintenance of critical infrastructure (including
developers, owners, and operators) about the
change in practice expected from legislative
approaches.
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S

ociety is increasingly reliant on infrastructure systems to provide essential
services, to protect us from harm, and to connect us, to each other and
to our places of work. To survive and thrive, communities need their
infrastructure systems to continue to function no matter what happens.
(Choi et al., 2019).

C R I T I CA L I NF R A ST R UCT UR E SY STE MS

Infrastructure systems are defined as the
network of man-made systems that function
together to provide essential goods and services
for the societies (Marsh et al., 1997). Examples
of these systems include telecommunications,
electricity networks, natural gas and oil, banking
and finance, transportation, water supply
systems, government services, and emergency
services (Ouyang, 2014; Hill et al., 2019). Critical
infrastructure systems are those whose failure
would have a significant impact on society
(Marsh et al., 1997).
Infrastructure systems around the world suffer
from lack of attention and under-investment
both in the public and private sector.

The American Society of Civil Engineers (ASCE)
estimates a 10-year investment gap of US$2.0
trillion in the USA alone (ASCE, 2017), while
globally the OECD estimates the need for
US$96.0 trillion investment for the period of
2016-2030 (OECD, 2017).
In the public domain infrastructure systems
are often taken for granted until they stop
performing. When a sewage system breaks, a
road link is blocked, or an energy transmission
system is disrupted, infrastructure systems are
in the headlines. Such failures illuminate social,
technical, managerial, policy and operational
challenges in enabling critical infrastructure
resilience.

DE F I NI NG RE S I LI E NCE I N T HE C O N T EXT O F C R I T I C A L I N F R A ST R U C T U R E
SYS T E M S AND T HE COM M UNI T I ES TH EY SERV E

• Resilience encompasses the need for systems to maintain their performance
and/or adapt to a new regime of performance in response to changes in
conditions (Hollnagel, 2016).
• For communities, resilience is the collective social and technical capital that
results in a community returning to normal or transitioning to a new normal
following shocks and stresses (Norris et al., 2008).
• Community resilience depends on the coupled performance of infrastructure
systems and the community (Centre for Global Disaster Protection, 2018).
• Social and political beliefs, norms and regulations across a network of
organisations can have a substantial impact on the management of
infrastructure systems (Naderpajouh and Hastak, 2014; Valentin et al., 2018)
and, in turn, the resilience of communities (Aldrich, 2012; Naderpajouh et al.,
2018).
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I NT E R DE PE NDE NT S Y S T E M S

L E GI SL ATI VE P OL I C Y I N STR U ME NTS

Infrastructure systems are often defined as
systems of systems, i.e., systems that involve
actors with operational, managerial, and
organisational independence, that evolve
through time, are geographically dispersed, and
the function of society is one of the emergent
outcomes of their operation (as defined by
Maier, 1998; and Delaurentis et al., 2011).

Legislation involves two actors - those that
enforce and those that comply. Legislation can
also range from from coercive, to voluntary to
enabling or a combination of them. Examples of
voluntary legislation include environmental policy
tools such as the voluntary pollution control
agreements in the US and Europe (Segerson
and Miceli, 1998), and combination of enabling
and enforcing include South Africa’s Disaster
Risk Reduction legislation (Pelling and Holloway,
2006).

To provide services for communities, critical
infrastructure systems are connected at multiple
points and through a range of mechanisms
such as physical, operational, or managerial
interdependencies (Rinaldi et al., 2001; Ouyang,
2014; Choi et al., 2019). Interdependencies
increase the complexity of the systems and as
a result the systems become more fragile and
vulnerable (Lee et al., 2007; Zhang and Peeta,
2011).
Interdependencies need to be reflected in the
management of the infrastructure systems
through organisational structures, practices,
or cultures.

Dr Keele and Dr Coenen from the University of
Melbourne, highlighted the ‘policy spectrum’ in
the Resilience Shift research report about the
role of policy (Keele and Coenen, 2019).
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Figure 2
Spectrum of policy instruments (Keele and Coenen, 2019)

Direct
government
position

Regulatory
instruments
‘Sticks’

Economic
instruments
‘Carrots’

Information
instruments
‘Sermons’

Voluntary
actions by
businesses

Public assets

Acts

Taxes and user charges

Public information

Voluntary standards

Public land management

Regulation

Levies and fines

Advertising

Codes of practice

National defence

- Prescriptive

Market-based instruments

Speeches and events

Rating tools

Social security

- Performance

Subsidies, grants, loans

Consultative boards

Insurance

Education

- Principles

Government bonds

Policing

- Process

PPPs and contracting out

Capacity-building
activities

Community-based

Emergency services

Executive orders

Market-based regulation

Knowledge-sharing

Census, geological survey

Administrative

Co-operative regulation

Voluntary disclosure

Compulsory acquisitions

Zoning

Public enterprises
State owned corporations

Research

Volunteering
Remittances
NGOs

Mandatory standards

Charities

Mandatory disclosure

Churches

Fit for purpose obligations

More coercive instruments,
less reliant on voluntary action,
less discretion,
more government involvement

E ME R G E NCY MA NA G E ME N T
LE G I SL AT I ON I N V I CT OR I A

The Emergency Management Amendment
(Critical Infrastructure Resilience) Act 2014 and
its related Regulations and Guidelines, which are
the focus of this study, should be considered
in the context of the overall emergency
management legislation in the state of Victoria,
set out in Annex 1. When an emergency occurs,
all of these mechanisms guide and support
the state.

Instruments more reliant on voluntary action,
more discretion,
less coercion,
less government involvement

GL OBAL C ON TE X T

The case study examined in this report
has similarities with policy adopted in other
countries, including those in place in the UK
(Cabinet Office, 2011) and the US, where
the Cybersecurity and Infrastructure Security
Agency Act 2018 came into effect within the
Department of Homeland Security (DHS) to
establish the Cybersecurity and Infrastructure
Security Agency (CISA).
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Policy for critical infrastructure
resilience in Victoria, Australia
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I

n 2014, Victoria introduced new legislative and policy arrangements to improve
critical infrastructure resilience and reduce disruption of services to the
community due to emergencies.

The reforms augmented existing emergency risk management practices and built
on the former terrorism-protection arrangements towards a resilience approach.
It was a collective approach where industry and government consider and plan for
the consequences of all emergencies.

Black Saturday
bushfires

September 11
attacks
Attacks to the Twin
Towers in New York

A sequence of bushfires
spread across Victoria
resulting in loss of 173
individuals

2001

2009

1998

2003

Esso Longford
gas explosion

Terrorism
(Community
Protection) Act
2003

Industrial plant
explosion in Victoria’s
Gippsland region

Emergency
Management
Amendment (Critical
Infrastructure
Resilience) Act 2014

Aimed to prevention
of and the response
to risks associated
with acts of terrorism

Amends the Emergency
Management Act to include
Part 7A

2014
2013

Emergency
Management Act
(2013)
Establishes Victoria’s
emergency management
and resilience related
actions

2015

2019

Emergency
Management
(Critical
Infrastructure
Resilience)
Regulations 2015
The Regulations support
the implementation of
the Act

Ministerial
Guidelines
for Critical
Infrastructure
Resilience
The Guidelines provide
detailed requirements

Victoria’s Critical
Infrastructure
Resilience
Strategy
The Strategy outlines the
actions

Figure 3
Historical timeline of the legislation
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This approach aligns closely with Australia’s
National Strategy for Disaster Resilience
2012, which emphasises the principle of
shared responsibility between governments,
businesses, communities, and individuals.
The previous Act was observed not to meet the
purpose of community protection, particularly
for hazards such as bushfires. According to our
interviews, broader understandings of threat
were needed, particularly for infrastructure.
The 2009 Black Saturday fires exemplified this
need. The Victorian Bushfire Royal Commission
revealed electricity infrastructure to have
caused several fires and their final report3 made
eight recommendations specifically related
to electricity assets. Following the Victorian
Bushfire Royal Commission, several audits,
and observations of the need for more clear
guidance to industry about actions related
to resilience, a five-year process of review

was undertaken, that resulted in the Victorian
Government establishing the Emergency
Management Act (2014).
Victoria’s Critical Infrastructure Strategy,
developed in consultation with government
and industry stakeholders, encompasses two
approaches for enabling critical infrastructure
resilience:
• The Critical Infrastructure Model under which
the criticality of infrastructure is assessed and
interventions prioritised, implemented and
communicated
• The legislation and regulations governing
resilience arrangements for vital critical
infrastructure.
The statutory and non-statutory arrangements
within the legislative framework are shown
below.

Figure 4

R EG U L AT I O N S

STATU TO RY

(Source:
Ministerial
Guidelines
for Critical
Infrastructure
Resilience)

EMER G EN C Y MAN AG EMEN T
AC T 2 0 1 4

MI N I S T ER I AL G U I D ELI N ES

C RITIC A L I N F R AS T R U C T U R E R ES I L I EN C E S T R AT EG Y

LO C AL P R O T O C O L S

NO N-STATUTORY

The EMV Critical
Infrastructure
Resilience Act and
its components
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Assessing the criticality of infrastructure

The Victorian Criticality Assessment Tool
(VICCAT) is used by industry to undertake a
self-assessment that is reviewed by portfolio
departments4. Recommendations are provided
by the Governor in Council5 who makes the final
determination of which infrastructure is vital.
Those that are not vital are assessed as major,
significant or local.
Management of resilience is then mandated
based on the level of emergency risk
established by the degree of criticality. EMV
maintains a register of critical infrastructure
across Victoria for assets rated vital, major or
significant.
Organisations whose infrastructure is rated vital
are required to identify and understand their key
risks, report their plans to address these risks,
and perform exercises against one of the risks
to test their preparedness.
Figure 5
Victorian critical infrastructure model
Adapted from Critical Infrastructure Resilience Strategy, Victoria
State Government and Emergency Management Victoria
(July 2015)

V ICTORIAN CRITI C A L
IN FRAS TRUCTUR E
R E GIS TER

V ITA L

Vital infrastructure that is of State significance and is critical to the continuity of supply
of essential services to the State, and to the overall economic and social well-being of
Victorians

M A JO R

SIG N IF IC A N T

LOCAL

Major infrastructure that is critical to the continuity of supply of essential
services to more than one region, or to the overall economic and social wellbeing of those regions

Significant infrastructure that is critical to the continuity of supply of
essential services to a region or to the overall economic and social
well-being of that region

Local infrastructure that is critical to the continuity of supply
of essential services to a community, and to the overall
economic and social well-being of that community
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The resilience improvement cycle

Owners and operators of critical infrastructure
designated as vital are required to comply with
mandatory obligations under the Part 7A of the
Emergency Management Act, including the
implementation of a resilience improvement
cycle which includes:
• A statement of assurance
• Emergency risk management planning and
documentation

The government and operator activities
expected as part of the resilience improvement
cycle are shown below.
The Regulations prescribe minimum standards
for requirements under the legislation (set
out in the Emergency Management (Critical
Infrastructure Resilience) Regulations 2015 –
Statutory Rule No. 82/2015).

• Unless otherwise agreed by the relevant
Minister, an annual exercise
• An audit.

G OV E R N

Figure 6
Critical
Infrastructure
Resilience Act and
its components
Adapted
from Critical
Infrastructure
Resilience
Strategy, Victoria
State Government
and Emergency
Management
Victoria (July 2015)

ME N T A CT I ON S

• Standards prescribed
• Template provided
• Guidance material provided to support
operators in planning

OP E R

• Industry
assurance
forms part of
government
certification
process
• Template
provided
• Guidance
material
provided
to support
operations in
planning

A T OR A C T I ON

S

Risk Management
planning and
documentation

Positive
assurance

Exercising

Validation
(through audit)

• Review annual audit certificate and findings
• May request an independent audit.
• Standards prescribed
• Guidance material provided to support
operators in planning

Year 1 - Minister and
Industry nominate
Accountable Officers

• Approve
exercise
concept
and details
• May request
improvement
actions following
exercise
• Standards
prescribed
• Template provided
• Guidance material
provided to
support operators
in planning
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S TAT E ME NT OF A SSUR A NCE

For vital infrastructure, the Act mandates annual
submission of a Statement of Assurance (the
Statement) by the Industry Accountable Officer
with a signed attestation. The Statement must
comply with the Regulations and Guidelines,
identify relevant emergency risks to the
critical infrastructure, and specify the activities
addressing the mitigation of those risks that the
organisation will undertake.
E ME R G E NCY R I SK MA NA G E ME N T
P L A NNI NG A ND DOCUME N TATI ON

The Regulations require that vital infrastructure
operators prepare an emergency risk
management plan (RMP) in accordance with
relevant international risk management standard
ISO31000:2009 Risk management – Principles
and guidelines. Further, the Ministerial guidelines
outline additional principles to guide entities
in their risk management planning including
that RMPs must contain the procedures for
recovery of the vital critical infrastructure from an
emergency risk event, and for its continued safe
operation among others.
S I MUL AT E D E ME R G E NCY EX E R C I SE S

There is a requirement under 74Q of the Act to
conduct a simulated emergency exercise.
The responsible entity of vital critical
infrastructure, is required to develop, conduct
and evaluate an exercise with the intent of
testing their planning, preparedness, prevention,
response or recovery capability in the event
of crisis (Chief Parliamentary Counsel, 2015).
An exercise must be developed and executed
in accordance with the Regulations and
Guidelines, in collaboration with and under the
review of the relevant Minister(s), assisting the
entity to explore scenarios with unidentified
causes. Further, the Regulations stipulate that
the exercises must be developed, conducted

and evaluated in accordance with the Australian
Emergency Management Handbook –
Managing Exercises Handbook 3 (Australian
Institute for Disaster Resilience 2012).
As a component of the 12-month Cycle,
exercises are an activity undertaken in a
controlled environment where participants
can evaluate their plans, explore problems,
encourage awareness and identify any gaps and
contributes to the continuous improvement of
the infrastructure (Australian Institute for Disaster
Resilience 2012). Here, the level of competency
and ultimately the resilience of the infrastructure
can be assessed for the cases of emergency.
There are exemptions to participation if the
infrastructure owner/operator has encountered
an unforeseen stress to their critical
infrastructure during the year, as this is deemed
to equate to an exercise testing their capability
AU D I T

Responsible entities must conduct an audit of
their emergency risk management processes
after the completion of an exercise, in line
with the international standard handbook HB
158- 2010 Delivering assurance based on ISO
31000: Risk Management - Principles and
guidelines. The following principles guide the
responsible entities in the planning and conduct
of their audits:
• The main focus of the audit should be to
evaluate efficiency, effectiveness of the risk
management processes
• Audits should form a key part of the
responsible entity’s assurance program
• Audits should be aligned with the responsible
entity’s existing processes to avoid
duplication
• Audits should be conducted as an
independent activity.
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Resilience actions for owners and operators

The broader emergency management systems
within the Victoria Government outline
the governance arrangements for critical
infrastructure resilience. They stipulate clear
roles and responsibilities, for all relevant parties
irrespective of their mandatory or voluntary
nature. Sector specific networks provide a
vehicle for reporting critical infrastructure
resilience plans’ development. These
networks are collaborations based on shared
responsibilities between government and
owners and operators of critical infrastructure.
Owners and/or operators of non-vital critical
infrastructure are encouraged to develop best
practice emergency risk management strategies
and practices based on the obligations for vital
critical infrastructure, however are not mandated
as vital owners and operators.
Based on the suggestions of the relevant
portfolio department, the infrastructure owners
and operators may be asked to revise and
resubmit the statement of assurance, change
instructions of the exercise, or even repeat the
exercise. In case of non-compliance there are
penalties (as stated in the Act: “In the case of a
natural person, 600 penalty units; In the case of
a body corporate, 3000 penalty units”).
The documentation legislation requires that
whole process is documented, and creates
evidence, that can be referred to in the event of
an incident, including the rationale and practice
behind each decision.
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Sector Resilience Networks

Sector Resilience Networks (SRN) are
initiated through the Strategy and promote
collaboration and partnerships between the
Victorian Government and infrastructure owner/
operators6.
The networks are forums where representatives
of the critical infrastructure sectors come
together within their own sector periodically to
share knowledge and identify and inform on
hazards. These meetings are chaired by the
relevant government portfolio department and
comprised of members from government and
industry. Here, the objective is to understand
risks to the sector through information
sharing, and to improve the resilience of
highly interconnected and interdependent
infrastructure.

CRITI C A L IN F RA STRU C TU RE
RE SIL IE N C E

Inspector General
for Emergency
Management

Victoria Police

Portfolio
Departments

EMV

Banking &
Finance SRN

Communications
SRN

Energy SRN

Food Supply
SRN

Government SRN

Health SRN

Transport SRN

Each year, there is also an annual all sector
meeting to encourage collaborations across the
sectors.

EMER G EN C Y MAN AG EMEN T
C O MMI T T EES

Minister for Emergency Services
(supported by Emergency Management Victoria (EMV))

Victorian Critical
Infrastructure Register
(held by EMV)

The SRNs are intended to be platforms for
sharing resilience successes and lessons
learned for the benefit of the industry overall,
as trust is essential for establishing and
evolving inter-organisational and inter-sectoral
relationships which enables ongoing future
collaboration (Dawes et al., 2012).

Water SRN

Each SRN is chaired by government and comprises members
from government and industry

Security & Emergency Management Committee
Ministers

State Crisis and Resilience Council
Secretaries

Risk &
Resilience
Sub-Committee

Capability &
Response
Sub-Committee

Recovery
Sub-Committee

Figure 7
Critical Infrastructure Resilience governance arrangements.
Adapted from Critical Infrastructure Resilience Strategy,
Victoria State Government and Emergency Management
Victoria (July 2015)
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Stakeholder interviews
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S TAKE HO L DE R I NTE RV I E WS

T

o understand the implications of this legislative framework,
semi-structured interviews were conducted with portfolio
departments and infrastructure owners and operators. Due to
the research ethics protocols, responses are anonymous, and this
report primarily presents aggregate perspectives.
Interviews were conducted across the water sector (including rural
and urban operators) and the transport sector (including toll-roads
and transportation hubs). Interviewees also represented three
government bodies for water, transportation and cross-sector.
In the state of Victoria, the water sector is government owned,
and the transport sector predominately privatised. Transport
interviewees came from a range of sub-sectors including toll-roads
and transportation hubs, and water sector interviewees covered
both urban and rural water authorities. The informants were from
organisations whose infrastructure was rated as either vital or major,
or in some cases both. Companies range from internationally active
infrastructure owners/operators, to local firms responsible for a single
infrastructure.
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Figure 8
Stakeholder
interviews in
figures

19

IN TE R V IE W S

889

3

10

267

MI N U T ES O F R EC O R D ED
I N T ER VI EWS

3

WAT ER
(including rural and urban
operators)

OR G A N ISATIO N S

PAG ES O F I N T ER VI EW
N O T ES

G O VER N MEN T
B O D I ES
(Water, transport, cross-sector)

19 stakeholders were interviewed, providing
a reasonable distribution across the two
sectors and the government bodies, and
allowing qualitative interpretation of common
themes. The findings of this report are based
on a qualitative review of the key trends and
observations captured.

4

T R AN S P ORT
(including toll-roads and
transportation hubs, road
and rail)

Interviewees were identified with the support
of Emergency Management Victoria, and the
final list of interviewees reflects those who were
open and willing to participate in our research,
given the sensitive nature of the topic, and the
geographical limitation of the coverage of the
legislation.

TYPI CAL I NT E RVI E W QUE S T I ON S I N C L U D ED :

• How is the legislation monitored and enforced?
• What are the implications of the legislation on your practices?
• What are the implications of participation in the sector resilience network?
• What is the current level of organisational capacity to drive changes such as
statement of assurances?
• What are the costs associated with either complying with or enforcing the
legislation?
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ANA LYSI S OF T HE F I NDI NG S

The remainder of the report outlines the
implications of the Act in various contexts
according to the research findings.
This includes the implications of the Act within
organisations, within the transport and water
sectors, and across sectors.
The final sections of the report discusses
implications of the findings for critical
infrastructure resilience policy, and the
challenges for future legislation.
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Findings for organisations
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F I N DI NG S FO R O R G ANI SATI O NS

T

he implications of the Act for organisations were considered
in terms of its influence on the risk governance baseline;
sharing of information within and between organisations and
implications for organisational structures and dynamics.

Legislative implications within organisations

A C TIO N S A N D
PRA C TIC E S

ORG A N ISATIO N A L
STRU C TU RE S

The legislation catalyses transformations within organisations which
typically may have been slower to adopt new actions and practices,
including around risk governance

R O LES

Addition of new roles

D U T I ES

Direct duties added as a result of the legislation

IN C EN T I VE
M EC H AN I S MS

L IN ES O F R EP O RT

Figure 9
Implications within organisations

Legislation can act as a leverage in case of
competing priorities
New lines of reporting through the statement of
assurance
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Actions and practices

Figure 10
Implications for actions and practices
associated with risk governance

R I SK

RISK

RISK

RISK

IDENTIFICATION

ASSESSMENT

MITIGATION

COMMUNICATION

•

Addition of new risk
indicators

•

•

Sharing knowledge on
mitigation strategies

•

Knowledge sharing on
lessons learned

•

Awareness of a broader
set of potential risks

Learning risk assessment
practices from leading
organisations

•

Sharing experiences of
risk governance

Through knowledge
sharing

Third party review of the
assessments

Contribution of informal
connections to mitigation

•

•

•

Standardised approach

Understanding nuances
of mitigation through
exercises

•

•

•

Proactive mitigation
planning and chance for
review by third parties

Creating an atmosphere
of psychological safety
to communicate shared
threats

•
•

Through exercises

C R E AT I ON OF A R I S K
GOV E R NA NCE BA SE L I NE

Interviews indicate that the Act drives sharing
of risk governance practice including the
consideration of resilience.

Risk governance is defined as the
processes through which multiple
actors deal with complexities,
uncertainties, and ambiguities
(Renn, 2017). The risk governance
framework developed by International
Risk Governance Council (IRGC)
includes four stages of risk
identification, risk assessment, risk
mitigation, and risk communication
(Bunting et al., 2007).

In practice, risk governance predominately
involves risk identification via risk registers. The
assessment of risks was often performed by
the individual responsible for risk (or resilience
or emergency) in consultation with others
responsible for risk indicators or the mitigation
strategies.
Some organisations follow risk governance
guidelines such as the National Emergency
Risk Assessment Guideline (NERAG), which
is consistent with Australian/New Zealand
Standard ISO 31000 Risk management (AS/
NZS ISO 31000-2009) and some others follow
their Safety and Environment Management
Systems. It is important to note that risk
governance was already in place prior to the
legislation, the key impacts of the legislation
were further establishing a baseline for risk
governance through sharing knowledge on
practices as well as on emerging risks.
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BENCHM ARK I NG I NF RAS T RUC T U R E

Some organisations (from the transport sector) also follow Global Real Estate
Sustainability Benchmarking (GRESB)7.
GRESB assesses the Environmental, Social and Governance (ESG) performance
of real estate and infrastructure assets worldwide. It provides data, scorecards
and benchmarks and the investors and industry determine the materiality of issued
assessments. GRESB has recently added resilience to its assessment scope. It
can be observed that inclusion of practices associated with resilience is a trajectory
in the standards8.

Figure 11
Implications for risk
governance practices

Legislative implications for risk governance practices

C RE ATIO N
O F A RISK
G O V E RN A N C E
BA SE L IN E

Organisations follow an additional procedure of reporting major
risks and mitigation measures in their Statement of Assurance,
consequently sharing their risk assessment practices with the sector

A D D ITIO N O F
N E W RISK
IN D IC ATO RS

Organisations learn about other risks and start to add them to
their risk registries. This facilitates further risk understanding and
encourages organisations to proactively consider a wider range of
potential risks

BE TTE R
U N D E RSTA N D IN G
O F M ITIG ATIO N

The legislation has created incentives and opportunities for
organisations to learn from each other’s successes, failures,
expanding their portfolio of risk mitigation options. These exchanges
primarily occur through annual exercises and sector resilience
networks
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S H A R I NG OF R I SK I NF OR MATI ON

The Act requires organisations to report risks
to their assets, and their associated mitigation
plans, to portfolio departments. This facilitates
information sharing and development of best
practice understanding between industry and
government. One interviewee cited identification
of risks related to management of corporate
communications as a direct result of sharing
knowledge between organisations.
Despite the presence of industry wide
standards, the level of detail in risk governance
varied across organisations interviewed,
often relative to their size, sector, maturity
in addressing risk and resilience. The key
difference between water and transport related
to the standards they follow, rather than to the
maturity of their risk management.
We learned that the Act has created incentives
and opportunities for organisations to learn
from each other and expand their risk
governance practice. For example, if a risk
is raised and discussed in detail in the SRN
meetings, other organisations then start to
explore the implication of this risk in their own
business. The legislation works as a catalyst
within organisations to increase awareness
and communication of risk governance and
resilience at all levels.
Through the Act, different parts of the risk
governance practices are reviewed by the
governing body as they report them in their
statement of assurance, which results in further
ratification of the process.

I understand it to be more than just
operational,... And really it’s about
good business governance.
Rod Young, Emergency Management Manager,
Transurban

Implications for
organisational structure
Key findings related to organisational structure
are detailed as follows:
N E W R OL E S, SU C H AS E ME R GE NCY
OF F I C E R S, OR MOD I F I C ATI ON OF
E X I STI N G R OL E S

The data revealed that government owned
organisations often added a new position while
private sector organisations modified the roles
and responsibilities of the existing positions
to cover tasks associated with the Act (such
as reporting for Statement of Assurance,
participation in required meetings such as the
SRN, and preparation for the exercises).
AN OR GAN I SATI ON AL L E VE R F OR
BU Y-I N AN D AC TI ON

Legislation can be used as a lever to secure
resources for risk and emergency management,
and to secure the support of senior
management, a board or shareholders; this was
supported in the research findings.
“Well, when you’ve got a lot of competing
priorities, sometimes you do things because
you have to.”
Infrastructure owner/operator – water sector

The legislation also supported risk and resilience
activities and decisions to be actioned over
other competing priorities. However, this
was found to create challenges in the face of
limited resources and competing priorities. For
example, one infrastructure owner/operator who
we interviewed had to invest in their operating
equipment to comply with the legislation. This
resulted in compromising costs that could
have been invested in proactive monitoring, or
preventative maintenance plans.
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I NCR E A SE D R E SOUR CE A L L OC ATI ON

Another example is the significant resources that
organisations allocate to perform an exercise
every year. Without the legislation organisations
could reduce the frequency of exercises
and divert the resources elsewhere. As one
infrastructure owner/operator from the water
sector noted “there were a lot of other things we
wanted to do as well”.
The observed cost of compliance with the
legislation can be related to: increased reporting,
monitoring, reviewing, and or enforcement.
In the long-term, compliance requirements (and
practices associated with them) are likely to
become more efficient via sharing knowledge
and practice between organisations, internal
evaluation and continuous improvement
processes (Grant and Baden-Fuller, 1995;
Zhang and Dawes, 2006). Internal evaluations
and inter-organisational collaboration will
improve the efficiency of implementation as
it facilitates transfer of knowledge across the
organisational silos (Pemsel and Müller, 2012),
which may increase the impact of the practices
associated with the Act.
However, there is a need for established
procedure of assessing the impact of the
legislation in terms of costs and benefits, as well
as benchmarks to assess improvements.
C O ST S A ND BE NE F I T S

There are costs associated with compliance
with, monitoring and enforcement of the
legislation. Benefits observed for organisations
(outside of those gained by loss avoidance
from disasters) include reductions in insurance
premiums, which are balanced against costs
associated with employing additional staff,
reporting and conducting exercises.

Further work is required to understand the true
nature of these costs in contrast with the wider
benefits, both organisationally and for society.
Furthermore, the implications of the legislation
on the opportunity cost of resource allocation
which could be spent elsewhere, needs to be
better understood.
MODIFICATION OF LINES OF REPORTING
OR C R E ATI ON OF N E W L I N E S OF
R E P ORTI N G

The legislation has created additional lines of
reporting associated with the Statement of
Assurance. The Statement of Assurance must
go through internal review before being shared
with the portfolio departments.
These changes in practice and organisational
structure may also result in requirement of
additional resources, particularly in the earlier
stages of the implementation of the legislation
where individuals need to learn how to address
and understand new risks or how to create
required reports.
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Findings for sectors
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F I N DI NG S FO R SE CTO R S

T

he research identified general trends within the transport and
water sectors. This included the activities related to formal
and informal networks, the visibility and transparency across
organisations, and ‘raising the bar’ of the resilience baseline within
and across sectors. These findings are discussed in further detail
below:

Legislative implications for within sectors

F O RM A L A N D
IN F O RM A L
C O N N E C TIO N S

TRA N SPA RE N C Y
A N D V ISIBIL ITY
O F PRA C TIC E S

KN O WLED G E
SH AR I N G

SO C I AL
C A P I TAL

Knowledge sharing directly through SRN
meetings and indirectly through reporting on
practices
Informal connections that are beneficial during
emergencies. Formal connections through SRN

Increased knowledge sharing and enhanced networks has led to
increased transparency within and between sectors whilst also
supporting the coordination of action

C RE ATIO N O F
RE SIL IE N C E
BA SE L IN E O F
A C TIO N

The legislation has created certainty and order in behaviours and
actions, where sectors have a baseline for resilience actions in the
context of infrastructure systems

RA ISIN G TH E
RE SIL IE N C E
BA SE L IN E

Organisations who are typically at the forefront of best practice
endeavour to ‘raise the bar’ further, to differentiate themselves from
other organisations

Figure 12
Implications within sectors
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Formal and informal
networks and knowledge
sharing
The legislation supports the establishment of
resilience-based networks and relationships,
whether formal or informal or within or between
organisations.
An important outcome of the legislation is that
the similarity of the risk governance practices is
increasing across organisations.
Organisations whose infrastructure is rated vital
are required to identify and understand their
key risks, report their plans to address these
risks, and perform exercises against one of the
risks to test their preparedness. As a result, the
Act works as a central instrument in creating
what DiMaggio and Powell (1983) called
“institutional isomorphism.” That is, in order
to appear legitimate to different actors in their
field (including regulators, communities, or even
competitors), the organisations tend to become
similar in their practices.
Organisations need this legitimacy to create a
sense of identity and establish themselves in
their sector. Similarity of practice is achieved
by enforcement (for vital infrastructure) or
responding to newly established norms of
practice (for non-vital infrastructure).
Our interviews confirmed that organisations
aim to adopt a more rigorous risk governance
approach and learn from the early adopters in
the market. Interestingly, there is a high level of
peer recognition and reciprocity in the sectors
through the SRN meetings. It also emerged
that the context of resilience created an
altruistic environment, and it was observed that

individuals volunteer to share their knowledge
and experience of their organisations within the
SRN meetings.
An interesting outcome of the Act was to create
not only formal connections, but also informal
connections among the individuals, through
the SRN meetings for example, that drive
resilience across these organisations. Informal
connections are critical for resilience of the
infrastructure systems and can be considered
as a form of social capital.
All three types of social capital that were
suggested by Aldrich and Meyer (2015) have
been observed as a result, since individuals
created (i) bonding social capital within their own
networks, (ii) bridging social capital between
the networks (for example between the owner/
operators and the response organisations such
as police), as well as (iii) linking social capitals
with the authorities.
For example, emergency managers can have
confidence that they can personally contact
individuals outside their organisations in case of
response and emergency, while they can also
rely on each other for knowledge sharing and
learning.
Personally knowing an individual “to call at 4AM
during an emergency” is significantly improving
the efficiency and speed of the process and
therefore resilience. This is specifically important
across the interdependent infrastructure, as
one informant suggested that traditionally,
the contact procedure for interdependent
infrastructure is not established. In our research
we observed an evolution from, initially, a certain
level of enforcement to connect a number
of actors and then, over time, a sector wide
momentum for engaged communication and
collaboration through networks.

[For] example I contacted the SRN members last week to understand what
other corporations were specifying in terms of the competency for their board
and executive members from a[n] emergency management perspective, just
to benchmark what other corporations had specified because there’s been no
guidance from the regulator in that area.
Infrastructure owner/operator, water sector
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Creating visibility and
transparency of practice
Increased knowledge sharing and networks
has led to increased transparency within and
between sectors and to the coordination of
action.
The Act resulted in the creation of a sense of
assurance (organisations can have confidence
in what other organisations will do), which in
turn creates a general sense of reliability, both
within and between infrastructure sectors, and
indirectly contributes to a system approach to
resilience as suggested by OECD (2019).
However, most of the reported and observed
connections were between organisations within
one of the sectors, as well as with the response
agencies, and the government. All sector
resilience network meetings which happen on
an annual basis may be considered as a venue
to further facilitate such connections if needed.

Creating a resilience baseline
Our interviewees told us that government
departments also learn from the early adopters
and market leaders, through the annual
Statement of Assurance reports and the
SRN meetings and will indirectly transfer this
knowledge to others in the same sector. This is
in addition to the direct sharing of knowledge
between organisations discussed in the previous
section. This can happen either through revision
of regulations and legislation (enforcement),
or recommendations and feedbacks to the
infrastructure owners/operators and incentive
mechanisms (enabling). This centralised flow
of knowledge sharing creates a baseline and
raises the minimum industry standard in the risk
governance process.

I think having… the transport SRN
appears to have uplifted
the wider industry.
Infrastructure owner/operator,
transportation sector

In this process, no visible difference was
observed between the water and transport
sectors, even though one is mainly government
owned and the other privatised. The lack of
visible differences can be attributed to the
fact that even the transport sector, which is
highly privatised, does not experience direct
competition, as the involved actors are serving
different jurisdictions (for example a different toll
road, or station) and do not directly compete
with each other.

Raising the bar
We also learnt that a common baseline has
another consequence – organisations who are
typically at the forefront of best practice (referred
to below as ‘early adopters’) endeavor to ‘raise
the bar’ further, to differentiate themselves from
other organisations. For example:
• Early adopters plan for more extensive
emergency exercises and invite broader
ranges of their peers and government bodies
to these events.
• Through SRN meetings, which may focus
on a specific relevant threat, e.g. cyber
resilience, early adopters have an opportunity
to address these risks.
In this way, knowledge and best practice will
disseminate within the industry and a new
baseline will be created on each specific raising
threat by the early adopters, and then it will
be gradually adopted by a wider range of
organisations through the mechanism explained
above as ‘institutional isomorphism’. The work
presented in this report showed this cycle to
be the case in the water and transportation
sectors.
This key finding demonstrates the value in
removing some of the silos that exist between
organisations and between sectors when it
comes to resilience whether they be institutional,
policy, cultural, procedural or financial.
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Cross-sector findings
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C RO SS-SE CTO R FI NDI NG S

S

ome of the findings from this research are applicable across
sectors and should be relevant more widely than transportation
and water, the two sectors studied here.

Broader implications across sectors

RE F L E C TIN G
IN TE RD E PE N D E N C IE S

Infrastructure owners/operators used the legislation to support
requests for a better service from organisations that own or operate
interdependent infrastructure systems

SE N SE O F
A SSU RA N C E

Interdependencies were addressed indirectly through the legislation,
by creating certainty in the behaviour of other organisations within
and between sectors

C RE ATIO N O F
RE SIL IE N C E
C U LTU RE

Figure 13
Broader societal implications

A culture of resilience was also observed within organisations that
were not obliged by the legislation, developed as a result of their
proactive participation in networks and resilience actions
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Creation of sense of
assurance

Incentivising management
of interdependencies

Our research found that interdependencies
were addressed indirectly through the
legislation, by creating certainty in the behaviour
of other organisations within and between
sectors. Organisations now expect a more
reliable service from other interdependent
infrastructure systems as a result of compliance
with the Act, and of the creation of the baseline
on risk and resilience activities. However, there
is a fine line between a sense of assurance and
over-confidence, that needs to be considered
by the organisations.

We learnt that infrastructure owners/operators
used the legislation to support requests for
a better service from organisations that own
or operate interdependent infrastructure
systems. For example, one interviewee
told us that a water operator requested an
upgraded telecommunication service from a
telecommunication operator based on the need
to comply with the Act.
A barrier to managing interdependencies in
practice with other infrastructure systems is the
lack of clear incentives to do so – the business
case in terms of ‘who pays, who benefits’ is not
clear9. In this case, the legislation, whilst not
articulating the business case, fills the void in
other ways, for example:
• Using the legislation as an incentive as per
the example above
• The legislation for owners and operators
directly requires them to understand and
report on interdependent infrastructure
systems
• Creation of a sense of assurance as
mentioned above.
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Creation of a resilience
culture
Broader societal implications of the legislation
can be further discussed in terms of the
awareness as well as societal impacts. While we
did not specifically study the general awareness
of the public, our interviewees suggested that
the general public awareness of the legislation
is low. For example, several organisations
mentioned that the public do not know about
the Act and/or the level of resilience of the asset
that they are using. Arguably, increased public
awareness might help to create political capital
in support of the efforts and potentially increase
the impact of the Act.

To support resilience actions, there is a need
for combination of resources (Naderpajouh
and Hastak, 2014), including: legal (created
by the Act itself), public, financial, knowledge,
technical, normative, cultural-cognitive, or
network bases of power.
For example, the public can support actions
related to the Act and resilience of the
infrastructure at the community level through
electoral power. In this sense, the legal power
will be an enabler of the community actions
and can act as suggested by the community
resilience framework of EMV (2017).

SU PPORT I NG I NNOVAT I ON

Legislation by nature inhibits innovation as its main characteristics are to establish
the culture, mindset, and norms of practice. Along with the need to establish
frameworks of practice, sustained improvement necessitates the need for
opportunities to innovate and emergence of novel practices. The UK Regulators
Network (UKRN) (2015) has suggested the need for regulators to understand
the nature of cross-sectoral innovations, their enablers and inhibitors. Examples
suggested by UKRN (2015), provides examples of cross sectoral innovation
in terms of business models (e.g. smart metering of the coupled networks),
processes (coordination among infrastructure sectors), as well as technical aspects
(e.g. combination of infrastructure systems for a joint purpose).
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A shift from risk
to resilience

43

A SHI FT FR O M R I SK TO R E SI L I E NCE

T

he transitions associated with the creation of the culture of
resilience can be framed in terms of “the shift from risk to
resilience,” proposed by Aven (2018), and Park et al. (2013).

RISK

RESILIENCE

Scenario 1

?

Scenario 2
Scenario 3
Scenario n

Figure 14
Shift from risk to resilience

?
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Figure 15
Five theoretical transitions indicating a shift from risk
to resilience (Park et al., 2013; Aven, 2018 )

RISK

Minimisation of
failure

Adaptation

Minimisation of
probability

Minimisation of
consequences

Strengthening and
resistance

Flexibility,
diversity and
adaptability

RESILIENCE

Security

Quantitative
analysis

Recovery

Possible
consequence
analysis of
scenarios with
unidentified
causes
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Of these five theoretical transitions, at least two
were observed in practice through our research.
• Moving from security to recovery, and from
single threats to an all hazard approach.
An all hazard approach (e.g. OECD, 2019)
was created naturally in this case through a
bottom up process of considering the needs
and recommendations of the organisations.
• Organisations whose infrastructure systems
are rated vital are required to perform an
exercise on one identified risk, to help them
explore consequences of scenarios with
unidentified causes.
The move towards flexibility and adaptability,
and minimisation of failure were also noted as
being key facets of the legislation:

Essentially … we’re trying to prevent services being significantly disrupted
…We understand that these services are critical for our community, for
social wellbeing … economic wellbeing … The idea is to have systems that
are flexible and adaptable to a changing environment … and have some
redundancy or systems in place that are flexible [to] prevent or minimise that
initial disruption to the community.”
Quote from an individual on the enforcement side of the legislation

These could be further emphasised in future by
the government, through mechanisms such as
enabling community10.
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Legislation as a piece
of the puzzle
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L EG I SL ATI O N AS A PI E CE O F THE P U ZZLE

S

everal interviewees from the government portfolio departments and
infrastructure owners/operators suggested that the legislation is not a singular
mechanism for resolving the challenges associated with enabling resilience for
infrastructure and communities.
This is supported by the work of O’Brien (2015), Hatton et al. (2019), and Keele
and Coenen (2019) who note that there is no “silver bullet” in developing and
selecting the suite of policy instruments that enable critical infrastructure resilience.
Furthermore, these combined tools might be integrated with the technical features
of the infrastructure system from the engineering perspective
(Naderpajouh et al., 2018).

Technical
Performance

Norms
Norms of practice &
Standards
Regulations

Figure 16
Legislation as
a piece of the
resilience building
puzzle

Beliefs

Performance of
the critical
infrastructure

Legislations
and other
policy
instruments

Means of public
perception
influence

Different mechanisms work together to deliver
overall resilience. For example:
• Legislation can be complemented with
market-oriented mechanisms such
as insurance policies or technological
innovations such as the use of novel
communication systems.
• It can also be complemented by cultural and
lifestyle initiatives that create pressure from
society such as the example of Emergency
Management Victoria’s community resilience
framework,11 as initiatives on building
resilience within the communities.

Environmental
Performance
Climate change

As a result, legislation can be more efficient
if it integrates the existing mechanisms and
combines with them to create synergies.
For example, integration of existing industry
standards, engineering practices, and risk
governance practices with the legislation, norms
of society, and beliefs, can substantially increase
the public acceptance of initiatives that aim to
increase resilience of communities and their
infrastructure systems.

Legislation and policy are based on the building blocks of our collective
experiences, and provide a rear view mirror into our past. Therefore,
legislation and policy [alone] do not and will not cater for all facets of future
emergencies, which by their nature disrupt our operating systems.
Kate Siebert, State Manager, Emergency Services, Australian Red Cross
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Challenges for future
legislation
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I

n producing this report, we have identified some future challenges
that may be helpful to inform the future direction of any legislation
in the field of critical infrastructure resilience.

Figure 17
Potential future challenges

Potential future challenges

IN E RTIA F O R
CHANGE

Support activities that keep organisations flexible and receptive to
required changes, rather than resistant

C O STS V S.
BE N E F ITS

Balance the transaction cost of legislation, including compliance,
enforcement and monitoring against societal, economical, and
environmental benefits

C O M PE TIN G
PRIO RITIE S

Understand the consequence of prioritising resilience investment
over the long-term

RE SPO N D IN G
TO A M O V IN G
TA RGE T

Dynamic legislation, which revisits assumptions, is required to
respond to the changing future uncertainty

IN H IBITO R
O F IN N O VATIO N

Recognise the innovation inhibiting nature of legislation and actively
promote practices that enhance flexibility and agility

SU STA IN IN G
TH E
M O M E N TU M

Sustain resilience momentum through establishing dynamic sector
engagement, exercises and updated strategy

O V E RC O N F ID E N C E

Be aware that organisations may become overconfident in
infrastructure systems resulting from the assurance generated by
the legislation
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How to avoid inertia for
change?
Intuitively the impact of the legislation may
flatten through time and reduce enthusiasm. A
challenge can be perceived in the long-term to
keep activities such as SRN meetings interesting
or encourage organisations to explore the
dimensions of risks critically and avoid routine
revision of their Statement of Assurance each
year. For organisations that are leading the
market, the turning point of interest will start
earlier and incentive mechanisms should be
considered to encourage them to share their
practice (such as recognition of their best
practices).

How to articulate the costs
versus benefits in the longterm?
For this purpose, the transaction cost of the
legislation can be framed as costs associated
with complying (for organisations such as
infrastructure owners/operators), and with
monitoring and enforcement (within the
governing agencies). This can be considered
as the transaction cost of creating certainty
and establishing practice of resilience through
legislative mechanisms. On the other hand,
there are co-benefits associated with the
legislation including the reduction of potential
damages as well as reduction in insurance
premiums. For example, one informant
suggested that as a result of their proactive
resilience approach, they have received
discounts on their insurance. The proactive
approach is part of the overall trend of the
sectors in actions associated with resilience,
in which the legislation is one element and
instigator of change. However, as suggested
by McGarity (1998), there is a peril of paralysis
by analysis in the use of quantitative cost-

benefit analysis and there is a need for careful
consideration of qualitative measures in
assessment of legislations that often need to be
weighed high in the decision-making process.

What is the long-term impact
of prioritising resilience
related actions over other
competing resource
requirements?
Legislation acts as a guideline for resource
allocation and can change the priority
of resource allocation. In these cases,
it is important to observe the long-term
opportunity cost of prioritisation resulting from
legislation. Some competing priorities that
may get discounted such as more regular
condition assessment of assets may result in
unprecedented impacts in the long-term.

How to frame legislations
as a response to a moving
target?
Social, economic and environmental
uncertainties are rapidly growing and may
result in a challenge for rigid requirements of
the legislation. Therefore, there is a need for a
dynamic approach to the legislation to respond
to the new and transitioning norms. Emphasis
on more integration of other mechanisms with
the legislative approach can be an alternative
solution to balance rigidity and need for flexibility.
Legislators can observe these dynamics within
the industry, learn from innovative practices
of the infrastructure owners/operators, and
integrate their practice within the legislative
mechanism and associated processes (such
as infrastructure owners/operators using the
legislation as a leverage to get better service of
interdependent infrastructure).
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How to ensure innovative
and agile responses are not
inhibited by legislations?
Theoretically any legislation can be a barrier
to innovative actions as it aims to establish
practices (Gunningham and Sinclair, 2017).
There are also, however, instances where
legislations instigated innovation (such as the
example by Tao et al., 2010). Whilst this study
suggested the latter rather than the former
(perhaps because the legislation is flexible, and
focuses on enabling rather than enforcement),
the legislating body should still be wary of
instances that may lead to inhibiting innovative
actions in the long term and aim for releasing
the restraints if needed.

How to sustain the
momentum and keep
organisations interested?

As a result, there is a need for constant update
of activities to keep the initial momentum and
also establish incentive mechanisms to avoid
complacency. This is especially important
to ensure there is critical thinking behind the
content of the documents rather than a routine
‘copy and paste’ from previous years.

How to avoid overconfidence
that may emerge through
enforcement of the
legislation?
Legislators, organisations, and communities
should be aware of that the positive aspects
of a sense of assurance can also lead to
over-confidence (see box : the ‘levee effect’).
Unjustified overconfidence on the performance
of the infrastructure systems and their
implications for the community resilience should
be actively addressed.

There is a challenge that these new initiatives
may become repetitive and individuals and
organisations may lose interest.

“TH E L EV EE EFFEC T ”

Evidence from past disasters (such as Hurricane
Katrina in New Orleans) shows that solutions
which emphasise and strengthen engineering
and infrastructure alone can be problematic as
they may result in what is known as the ‘levee
effect’ (Di Baldassarre et al., 2015 and 2018).
Confidence on infrastructure system results
in over-reliance on them and subsequently
reduces community resilience (ref. to cases such
as New Orleans, Sacramento, Netherlands, and
Brisbane by Kates et al., 2006; de Moel et al.,
2011; Ludy and Kondolf, 2012; Bohensky
and Leitch, 2014).
Failed levee outside Hamburg, Iova, U.S. (Photo by U.S. Army Corps of Engineers)
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Closing comments
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T

This report highlights some of the benefits in practice
associated with introducing legislated resilience requirements
for owners and operators of critical infrastructure. The
legislation builds on existing emergency and risk management
practices, therefore changes are subtle and legislation was itself part
of the transition.
-

Sharing knowledge - There was an emphasis from our
interviews on sharing of knowledge between organisations
responsible for operating vital infrastructure within a sector,
through attendance at, and contributions to, the Sector Resilience
Networks, and through sharing information on risks and risk
mitigations with the responsible government departments. This
knowledge sharing, which is a mandatory component of the Act,
led to an overall improvement in risk governance practice both
within organisations and sectors.

-

Building understanding - Transparency of practice, related to
knowledge sharing, can lead to co-ordination of actions between
organisations, and also a sense of assurance that others are
committed to similar resilience outcomes. This means that
different organisations across the wider critical infrastructure
system have a shared understanding of the system’s performance
during emergencies beyond their own asset. The Act has
assisted to remove some of the institutional, policy, cultural,
procedural or financial silos that exist between organisations in
the same sectors.

-

Increasing interaction - We learned that the Sector Resilience
Network meetings create a high level of reciprocity, where
individuals volunteer to share their knowledge and experience.
Furthermore, the creation of formal networks, primarily the SRNs,
has been found to lead to the creation of informal networks and
relationships which are critical for resilience.

The sense of assurance referred to above, where organisations
have increased confidence in the behaviour of others both within
and between sectors, means that interdependencies between
different sectors are addressed more directly, and the
management of interdependencies can be incentivised using the
legislation to support requests for better levels of service from other
organisations.
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Appendices
and references
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Appendix I: Emergency Management
Legislation in Australia
• The Ambulance Services Act 1986 governs ambulance services in Victoria.
• The Health Services Act 1988 governs the provision of quality patient care
by health services. (the State of Victoria is currently reviewing the similarities
between these two Acts (Department of Health and Human Services, 2016).
• The Country Fire Authority Act 1958 is another statute enacted by the Victorian
Parliament that relates to emergencies which governs the volunteer and
community-based Country Fire Authority (CFA). This Act does not encompass
its specific purpose or objectives, but referring to the sections stipulates the
powers, duties and responsibilities of various parties.
• The Metropolitan Fire Brigades Act (also 1958), merges the legislation relating to
the Protection of Life and Property from Fire in the Metropolitan Fire. This Act is
supported by the Metropolitan Fire Brigades (General) Regulations 2005 and the
Metropolitan Fire Brigades (Contributions) Regulations 2009.
• Restructured from the Victoria State Emergency Service Act 1987 is the
Victoria State Emergency Service Act 2005 which establishes the Victorian
Emergency Service Authority to manage the Victorian Emergency Service. The
State Emergency Service (SES) also provides support to Ambulance Victoria,
the Police and the CFA. Under this Act is the Victoria State Emergency Service
Regulations 2017 which dictates how the provisions of the Act are affected.
• The Emergency Management Amendment (Critical Infrastructure Resilience) Act
2014, and its related Regulations and Guidelines, which are the focus of
this study.

56

T H E R O L E O F L E G I SL ATI O N I N CR I TIC AL IN F RAST RU C T U RE RESILIEN C E

Appendix II: Key definitions

Risk

The effect of uncertainty on objectives (ISO 31000). Risk can be further defined as the likelihood of a
particular level of impact as a result of a potential situation

Risk governance

Risk governance is defined as the processes through which multiple actors deal with complexities,
uncertainties, and ambiguities (Renn, 2017), and includes four stages of risk identification, risk
assessment, risk mitigation, and risk communication (Bunting et al., 2007).

Resilience

Resilience encompasses the ability of systems to maintain their performance and/or adapt to a new
regime of performance in response to changes in conditions (Hollnagel, 2016).

Resilience management

Managing desired output of systems under varying conditions (Naderpajouh et al., 2018).

Emergency
management

The activities undertaken by the agencies to address a range of hazards (EMV, 2017)

Infrastructure systems

The network man-made systems that function together to provide essential goods and services for
the societies (Marsh et al., 1997)

Critical infrastructure
systems

Infrastructure systems that any interruption in their service will have a disruptive impact for the
society (Marsh et al., 1997).
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Endnotes

1. https://www.resilienceshift.org/wp-content/uploads/2019/04/
ResilienceShift-Role-of-Public-Policy-FINAL-1.pdf
2.

https://www.emv.vic.gov.au/CommunityResilienceFramework

3.

https://www.energy.vic.gov.au/safety-and-emergencies/
powerline-bushfire-safety-program/reports-and-consultationpapers/victorian-bushfires-royal-commission

4. A portfolio department is a minister’s area of responsibility as
a member of Cabinet. Within each portfolio there are one or
more departments, agencies, government appointed boards,
and/or other boards and structures. In Victoria the list of
portfolio departments can be found at https://www.vic.gov.au/
departments
5. When the Governor acts formally with the advice of the
Executive Council
6. As with other aspects, participation in these arrangements
is mandatory for owners of vital critical infrastructure and
encouraged for major and significant infrastructure owners.
7. https://gresb.com/gresb-infrastructure/
8. See also ‘The Journey of an Infrastructure Rating Scheme’
https://www.resilienceshift.org/isca-journey/
9. See for example https://www.resilienceshift.org/publication/
critical-infrastructure-resilience-understanding-the-landscape/
10. https://www.emv.vic.gov.au/CommunityResilienceFramework
11. https://www.emv.vic.gov.au/CommunityResilienceFramework

58

T H E R O L E O F L E G I SL ATI O N I N CR I TIC AL IN F RAST RU C T U RE RESILIEN C E

References

Aldrich, D. P. (2012). Building resilience: social capital in post
disaster recovery. University of Chicago Press, Chicago.
Aldrich, D. P., and Meyer, M. A. (2015). Social capital and
community resilience. American behavioral scientist, 59(2), 254269.
Aldy, J. E., Barrett, S. and Stavins, R. N. (2003). Thirteen plus
one: a comparison of global climate policy architectures. Climate
Policy, 3(4), 373-397.
ASCE. (2017). 2017 infrastructure report card. American Society of
Civil Engineers (ASCE), Reston, VA.
Australian Institute for Disaster Resilience (2012). Australian
Disaster Resilience Handbook Collection Managing Exercises
– Handbook 3. https://knowledge.aidr.org.au/media/3547/
handbook-3-managing-exercises.pdf
Aven, T. (2018). The call for a shift from risk to resilience: What
does it mean? Risk Analysis. (Pre-print version) DOI: https://doi.
org/10.1111/risa.13247
Barin Cruz, L., Aguilar Delgado, N., Leca, B., and Gond, J. P.
(2016). Institutional resilience in extreme operating environments:
The role of institutional work. Business & Society, 55(7), 970-1016.
Bohensky, E. L., and Leitch, A. M. (2014). Framing the flood: a
media analysis of themes of resilience in the 2011 Brisbane flood.
Regional Environmental Change, 14(2), 475-488.
Bunting, C., Renn, O., Florin, M. V., and Cantor, R. (2007).
Introduction to the IRGC risk governance framework. John Liner
Rev., 21(2), 7–26.
Cabinet Office. (2011). Keeping the country running: natural
hazards and infrastructure. Retrieved from https://assets.
publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/61342/natural-hazards-infrastructure.pdf
Centre for Global Disaster Protection, (2018). Innovative finance
for resilient infrastructure: Preliminary findings. London, UK.
Chief Parliamentary Council of Victoria (2013). Emergency
Management (Critical Infrastructure Resilience) Act.
Chief Parliamentary Council of Victoria (2015). Emergency
Management (Critical Infrastructure Resilience) Regulations.
Chief Parliamentary Council of Victoria (2017). Victoria’s Critical
Infrastructure All Sector Resilience Report. https://www.emv.vic.
gov.au/publications/victorias-critical-infrastructure-all-sectorsresilience-report-2017

Di Baldassarre, G., Viglione, A., Carr, G., Kuil, L., Yan, K.,
Brandimarte, L., and Blöschl, G. (2015). Debates—Perspectives
on socio‐hydrology: Capturing feedbacks between physical and
social processes. Water Resources Research, 51(6), 4770-4781.
Di Baldassarre, G., Wanders, N., AghaKouchak, A., Kuil, L.,
Rangecroft, S., Veldkamp, T. I., ... and Van Loon, A. F. (2018).
Water shortages worsened by reservoir effects. Nature
Sustainability, 1(11), 617.
DiMaggio, P. J., and Powell, W. W. (1983). The iron cage
revisited: Institutional isomorphism and collective rationality in
organizational fields. American sociological review, 147-160.
Eakin, H., Bojórquez-Tapia, L. A., Janssen, M. A., Georgescu, M.,
Manuel-Navarrete, D., Vivoni, E. R., ... and Lerner, A. M. (2017).
Opinion: urban resilience efforts must consider social and political
forces. PNAS, 114(2), 186-189.
Emergency Management Victoria (2015) Critical infrastructure
resilience strategy.
Emergency Management Victoria (2017) Community Resilience
Framework for Emergency Management
Grant, R. M., and Baden-Fuller, C. (1995). A knowledge-based
theory of inter-firm collaboration. Academy of management
proceedings, Vol. 1, pp. 17-21. Briarcliff Manor, NY 10510:
Academy of Management.
Gunningham, N., and Sinclair, D. (2017). Leaders and laggards:
next-generation environmental regulation. Routledge.
Hadfield, B., and Weingeist, B. R. (2012). What is law? A
coordination model of the characteristics of legal order. Journal of
Legal Analysis, 4(2), 471-514.
Hahn, R., Reimsbach, D., and Schieman, F. (2015). Organizations,
climate change, and transparency: reviewing the literature on
carbon disclosure. Organization & Environment, 28(1), 80-102.
Handmer, J., and O’Neill, S. (2016). Examining bushfire policy in
action: Preparedness and behaviour in the 2009 Black Saturday
fires. Environmental Science & Policy, 63, 55-62.
Hatton, T., Kay, E., Naderpajouh, N., Aldrich, D. (2019). Resilience
primer - Potable water. Research Report, The Resilience Shift,
London, UK.
Hill, A., Mason, D., Potter, J., Hellmuth, M., Ayyub, B., and Baker,
J. W., (2019) Ready for Tomorrow: Seven Strategies for ClimateResilient Infrastructure. Hoover Institution Press, Stanfor, CA.

Choi, J., Naderpajouh, N., Yu, D. J., and Hastak, M. (2019).
Capacity building for an infrastructure system in case of disaster
using the system’s associated social and technical components.
Journal of Management in Engineering, ASCE. (Pre-print version)
DOI: https://doi.org/10.1061/(ASCE)ME.1943-5479.0000697

Hollnagel, E. (2016). The four cornerstones of resilience
engineering. In Resilience Engineering Perspectives, Vol. 2, 139156. CRC Press.

Cox Jr, L. A. (2012). Confronting deep uncertainties in risk
analysis. Risk Analysis, 32(10), 1607-1629.

Institute for Public Policy Research (IPPR). (2019). This is a crisis:
Facing up to the age of environmental breakdown. London, UK.

Dawes, S. S., Gharawi, M. A., and Burke, G. B. (2012).
Transnational public sector knowledge networks: Knowledge and
information sharing in a multi-dimensional context. Government
Information Quarterly, 29, 112-120.

ISO 31000:2009, Risk Management - Principles and Guidelines.
Geneva: International Standards Organisation, 2009.

DeLaurentis, D. A., Crossley, W. A., and Mane, M. (2011).
Taxonomy to guide systems-of-systems decision-making in air
transportation problems. Journal of Aircraft, 48(3), 760-770.
de Moel, H., Aerts, J. C., and Koomen, E. (2011). Development
of flood exposure in the Netherlands during the 20th and 21st
century. Global Environmental Change, 21(2), 620-627.
Department of Health and Human Services. (2016). Review of
the Ambulance Services Act 1986 and supporting legislation:
consultation paper. Retrieved from https://www2.health.vic.gov.
au/about/health-strategies/ambulance-reform/asareview
Department of Health and Human Services. (2018). Nonemergency patient transport: clinical practice protocols (2018
version, edition 2). Retrieved from https://www2.health.vic.gov.
au/Api/downloadmedia/%7B2E61994C-1D34-4069-9EED1EAE59C5D330%7D

Hopkins, A. (2000). Lessons from Longford: the Esso gas plant
explosion. CCH Australia limited.

Javernick-Will, A. (2011). Motivating knowledge sharing in
engineering and construction organizations: Power of social
motivations. Journal of Management in Engineering, 28(2),
193-202.
Kates, R. W., Colten, C. E., Laska, S., and Leatherman, S. P.
(2006). Reconstruction of New Orleans after Hurricane Katrina: a
research perspective. Proceedings of the National Academy of
Sciences, 103(40), 14653-14660.
Keele, S., Coenen, L. (2019). The role of public policy in critical
infrastructure resilience. The Resilience Shift. https://www.
resilienceshift.org/publication/role-of-public-policy/
Lee, E. E., Mitchell, J. E. and Wallace, W. A.(2007). Restoration
of services in interdependent infrastructure systems: A network
flows approach. IEEE Trans. Syst. Man Cybern. C Appl. Rev., 37
(6): 1303–1317.

59

A P PE NDI CE SS AND R E FE R E NCE S

Ludy, J., & Kondolf, G. M. (2012). Flood risk perception in lands
“protected” by 100-year levees. Natural Hazards, 61(2), 829-842.

Scott, W. R. (2013). Institutions and organizations: Ideas, interests,
and identities. 4th ed. Thousand Oaks, CA: Sage Publications.

Maier, M. W. (1998). Architecting principles for systems‐of‐
systems. Systems Engineering: The Journal of the International
Council on Systems Engineering, 1(4), 267-284.

Segerson, K., and Miceli, T. J. (1998). Voluntary environmental
agreements: good or bad news for environmental protection?.
Journal of environmental economics and management, 36(2),
109-130.

Marsh, R. T., Powers, J. R., and Adams, M. E. (1997). Critical
foundations, protecting America’s infrastructures, The Report of
the President’s Commission on Critical Infrastructure Protection.
Washington, DC.
McGarity, T. (1992). Some thoughts on “deossifying” the
rulemaking process. Duke Law Journal, 41(6), 1385-1462.
McGarity, T. O. (1998). A cost-benefit state. Admin. L. Rev., 50, 7.
Metropolitan Fire Brigades Act 1958 (Vic)
Minister of Emergency Services (2015) Ministerial Guidelines for
Critical Infrastructure Resilience.
Munich RE. (2018). Natural catastrophe review: series of
hurricanes makes 2017 year of highest insured losses ever.
München, Germany.
Naderpajouh, N., and Hastak, M., (2014). Quantitative analysis
of policies for governance of emergent dynamics in complex
construction projects. Construction Management and Economics,
32(12), 1222-1237.
Naderpajouh, N., Yu, D., Aldrich, D., Linkov, I., and Matinheikki,
J. (2018). Engineering meets institutions: An interdisciplinary
approach to management of resilience. Environmental Systems
and Decisions (Special issue on risk and resilience), 38(3), 306317.
Norris F. H., Stevens SP, Pfefferbaum B, Wyche, K. F., and
Pfefferbaum, R. L. (2008). Community resilience as a metaphor,
theory, set of capacities, and strategy for disaster readiness.
American J. of Community Psychology. 41(1–2): 127–150.
O’Brien, K. (2015). Political agency: the key to tackling climate
change. Science, 350(6265), 1170-1171.
OECD (2017). Getting infrastructure right: A framework for
better governance. OECD Reviews of Risk Management
Policies, OECD Publishing, Paris, France. https://doi.
org/10.1787/9789264272453-en
OECD (2019). Good governance for critical infrastructure
resilience. OECD Reviews of Risk Management Policies, OECD
Publishing, Paris, France. http://www.oecd.org/governance/goodgovernance-for-critical-infrastructure-resilience-02f0e5a0-en.htm
Opdyke, A., Lepropre, F., Javernick-Will, A., and Koschmann,
M. (2017). Inter-organizational resource coordination in postdisaster infrastructure recovery. Construction Management and
Economics, 35(8-9), 514-530.
Ouyang, M. (2014). Review on modeling and simulation of
interdependent critical infrastructure systems. Reliability
engineering & System safety, 121, 43-60.
Park, J., Seager, T. P., Rao, P. S. C., Convertino, M., and Linkov, I.
(2013). Integrating risk and resilience approaches to catastrophe
management in engineering systems. Risk Analysis, 33(3), 356367.
Pelling, M., & Holloway, A. J. (2006). Legislation for mainstreaming
disaster risk reduction. Tearfund. Risk Reduction Africe.
Pemsel, S., and Müller, R. (2012). The governance of knowledge
in project-based organizations. International Journal of Project
Management, 30(8), 865-876.
Pires, J. C. M. (2017). COP21: the algae opportunity. Renewable
and Sustainable Energy Reviews, 79, 867-877.
Renn, O. (2017). Risk governance: coping with uncertainty in a
complex world. Routledge.
Rinaldi, S. M., Peerenboom, J. P. and Kelly, T. K. (2001).
Identifying, understanding, and analyzing critical infrastructure
interdependencies. IEEE Control Syst. 21 (6): 11–25.

Sewell, T., Stephens, R. E., Dominey-Howes, D., Bruce, E., and
Perkins-Kirkpatrick, S. (2016). Disaster declarations associated
with bushfires, floods and storms in New South Wales, Australia
between 2004 and 2014. Scientific reports, 6, 36369.
Shapiro, S. A., and McGarity, T. (1991). Not so paradoxical: the
rationale for technology-based regulation. Duke Law Journal, 3,
729-752.
Tao, L., Garnsey, E., Probert, D., & Ridgman, T. (2010). Innovation
as response to emissions legislation: revisiting the automotive
catalytic converter at Johnson Matthey. R&d Management, 40(2),
154-168.
Taylor, C. M., Gallagher, E. A., Pollard, S. J. T, Rocks, S. A.,
Smith, H. M., Leinster, P., and Angus, A. J. (2019). Environmental
regulation in transition: policy officials’ view of regulatory
instruments and their mapping to environmental risks. Science of
the Total Environment, 646, 811-820.
United Kingdom Regulatory Network (UKRN). (2015). Innovation in
regulated infrastructure sectors, Summary report, London, UK.
Valentin, V., Naderpajouh, N., and Abraham, D. (2018). Integrating
the input of stakeholders in infrastructure risk assessment. Journal
of Management in Engineering, ASCE, 34(6), 04018042.
Wagner, W., West, W., McGarity, T and Peters, L. (2017). Dynamic
rulemaking. New York University Law Review, 92(1), 183-266.
Zhang, J., and Dawes, S. S. (2006). Expectations and perceptions
of benefits, barriers, and success in public sector knowledge
networks. Public Performance & Management Review, 29(4),
433-466.
Zhang, P., and S. Peeta. (2011). A generalized modeling framework
to analyze interdependencies among infrastructure systems.
Transp. Res. Part B: Methodol. 45 (3): 553–579.

resilienceshift.org

