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Introduction
Purpose and scope
The Resilience Shift, a joint programme hosted by Arup International Development and the Lloyd’s Register
Foundation, aims to improve resilience within, and between, critical infrastructure sectors globally. The
programme has identified a number of critical infrastructure sectors, one of which is water.
Arup’s Water, Energy and Climate Change Groups, with support from the Cabot Institute, have undertaken a
scoping study to explore current resilience engineering methodologies and practice, based on literature and
case studies across the water sector. In particular, the focus is on the degree of adoption of the following
four themes of resilience engineering, which have been identified by the Resilience Shift team:

The study identifies key gaps and opportunities
for social and cognitive, normative, informative
and regulative improvements.
This scoping study will be drawn together with
those covering other critical infrastructure sectors to create a roadmap to improve resilience engineering in
critical infrastructure.
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Scoping study approach
Figure 1: Scoping study approach
An overview of the approach to the scoping study is set out in Figure 1. In addition to our core project team,
which brings together expertise in water and resilience from both the UK and US, we have a project steering
group to provide input at key points. This steering group adds a more global perspective, covering the
additional geographies of Australasia, Americas, East Asia, and Africa.
We have also tested and refined our findings with Professor Richard Pancost, the Director of Cabot Institute
at the University of Bristol, whose research focuses on the major challenges of the 21st century.

Report structure
The report is structured as follows:
•

Section 2 explores current definitions of
resilience in the water sector;

•

Section 3 sets out our review of the
methodologies as observed through literature
across the four themes;

•

Section 4 explores global practice in the water
sector through the development of case studies;

•

Section 5 presents our findings which focus on
answering the key questions detailed in Figure 2;
and

•

Section 6 explores opportunities for further work,
in terms of research, pilot projects, networks of
practitioners and implementation.................................................................
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Figure 2: Key questions

Definitions in the water
sector
Definition of water sector
In this report, the water sector has been defined as:
‘The water sector considers the whole water cycle; the stakeholders and the services that rely on grey, green
and blue infrastructure that provides protection from, provision of and processing of water’.
Figure 3 shows some of the areas that have been included in the scope of our study.

Figure 3: Water cycle
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Definitions of resilience in the water sector
In this section, we explore the definitions of resilience that are used in the water sector globally. These
include:
‘Resilience is the ability to cope with, and recover from, disruption, and anticipate trends and variability in
order to maintain services for people and protect the natural environment now and in the future’- Ofwat, UK
which mainly considers the climate change, increasing water consumption and population growth as the
major stresses in the UK water industry.
“‘Resilience is the capacity of individuals, communities, institutions, businesses, and systems to survive,
adapt, and grow no matter what kinds of chronic stresses and acute shocks they experience.”-Welsh Water
Resilience Framework, adapted from the City Resilience Index (2014).
“Resilience is the ability to anticipate, prepare for and adapt to changing conditions and withstand and
recover rapidly from disruptions.” US President Policy Directive 21 - Critical Infrastructure Security and
Resilience, 2013- used as a base definition by the US Environmental Protection Agency (EPA, 2015).
‘Resilience is the ability of a system to undergo change without changing state’.-Sydney Coast Council
Group et al, 2012
“Resilience is the ability of assets, networks and systems to anticipate, absorb, adapt to and / or rapidly
recover from a disruptive event”. UK Cabinet Office 2011
‘Flood resilience is the construction of a building in such a that although flood water may enter the building its
impact is reduced.’- UK Department for Communities and Local Government, 2007
“Resilience is the ability of a system, community or society exposed to hazards to resist, absorb,
accommodate to and recover from the effects of a hazard in a timely and efficient manner, including through
the preservation and restoration of its essential basic structures and functions.” United Nations Office for
Disaster Risk Reduction, 2009
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Shocks and stresses on the water sector
There are a wide range of shocks and stresses that directly impact the water sector and also a range of
water related shocks and stresses that impact on both the water sector and other sectors. These are shown
in Figure 4.

Figure 4: Shocks and stresses that may impact the water sector globally. Those in bold are water related
shocks and stresses that impact on both the water sector and other sectors
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Methodologies
Themes
In this section, the methodologies (approaches and practices of resilience engineering) observed worldwide
across the four resilience engineering themes in the water sector are explored.

Figure 5: Resilience engineering
themes

Dynamic performance based design
approaches
Dynamic performance based design approaches are not embedded in the wider water sector but are
emerging in pockets within the sector. Some of these methods are undertaken to improve resilience to a
wide range of shocks and stresses, but most methods are driven by specific shocks or stresses, for example,
drought.
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Figure 6: Dynamic performance based design approaches in the water sector

Redundancy
Redundancy refers to spare capacity in a part of the water system and helps enable the system to respond
dynamically depending on performance.
Historically, efficiency was a major driver in the water sector and asset managers worked to optimise their
systems to minimise the costs of installing and maintaining infrastructure (Ofwat, 2010).
However, with increasing uncertainty about future conditions, there is a shift in thinking to overcome issues
such as water scarcity and aging assets through more redundancy in systems. This redundancy improves
the capacity of the system to maintain service through the shock and stress. For example, South East
Queensland Water in Australia developed a micro-grid of their water supply assets across regions which
suffer from droughts (Arup, 2017) and in the UK, Welsh Water are consulting on a proposal to link water
treatment works and water resource zones to connect catchments and provide flexibility during droughts and
failures of aging assets.

Dynamic
In the water sector, dynamic approaches use feedback loops to shape ongoing performance and continuous
improvement.
Historically, the UK Environment Agency provided guidance for flood defences which was specific and rigid
in incorporating freeboard into the design of flood defences, More recently, there has been a shift for
adaptive solutions to deal with residual uncertainty, informed by ongoing monitoring and forecasting
(Environment Agency, 2017) and a focus on temporary deployable defences, which aim to make use of
shared resources to adapt to the greatest need across the country (HM Government, 2016).
The use of deployable defences has also been adopted in the US. For example, following Hurricane Sandy,
New York City Transit have invested in deployable flood bungs which can be used in subway tunnels across
the network to prevent flooding (ILC Dover).
Other adaptive approaches include consideration of future scenarios such as the updated strategy for
managing flooding in the Thames Estuary, up to the year 2100, which incorporates a suite of options which
could be employed for different sea level rise and climate scenarios.

Performance-based
The delivery of a service to a community is an important part of performance based approaches. These are
resilient not just if individual assets are resilient but if the ability to restore performance of the service to the
community is also maintained (Besharati Rad, 2015).
Performance-based design is increasingly being considered in the water sector. For example, in the UK
Government’s National Flood Resilience Review, there is increasing importance placed on the ability of
critical infrastructure to recover and restore services after being impacted by flooding.
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The performance is also not restricted solely to critical infrastructure providing a primary function (for
example, water supply or protection from flooding), but also the opportunities for wider benefits such as
amenity and well-being. This type of approach is becoming more common, with recent examples in the UK
(detailed in section 4.2), the Connswater project in Northern Ireland and Hunter’s Point South in New York.
Some of these projects have made use of partnership funding to achieve wider outcomes in the water
environment. For example through initiatives which provide flood alleviation benefits and improve the
amenity value of a river in an urban setting: enhancing the performance of a natural water asset in more
ways than just mitigating risks.

Natural systems & biomimicry
There is evidence of the water sector being ahead of others in relation to natural systems. Designers,
overcoming challenges in the water sector in the 21st Century, can look to comparable problems that are
solved by organisms to adapt to environments where water is scarce, intermittent, or overabundant. (Pawlyn,
2011). Examples in the water system include green infrastructure, which aims to replicate natural process of
attenuation and infiltration in the urban environment and has become an accepted drainage technology in
cities in Europe and the US and natural flood management techniques, such as the construction of ‘leaky
dams’, which mimic the actions of beavers.
Other less widespread examples include the Las Palmas Water Theatre which captures fresh water for the
island by evaporating seawater, a design inspired by the ability of fog-basking beetles to produce their own
water in the Namibian desert.

Figure 7: Raingardens in (a) Llanelli, South Wales and (b) New York City
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Tools and processes to value resilience
and ensure that value is realized
through the project life
The value of resilience in the water sector has yet to be effectively measured. However there are various
methods of measuring aspects of resilience.

Figure 8: The tools and processes used to value resilience in the water sector.

Cost benefit analysis (CBA)
Cost benefit analysis (CBA) is a technique designed to determine whether a project should go ahead. The
challenges with this approach have been well-documented; a cost-benefit approach tends to limit itself to
quantifiable benefits, rather than allowing for qualitative approaches. In the water sector the scope is often
limited to project or asset level to provide a business case for intervention rather than allowing for
consideration of wider resilience benefits.
To include the valuation of benefits into the analysis a variety of approaches can be used. For example,
Total Economic Value (TEV) is an all-encompassing measure of the economic value of an environmental
asset (OECD, 2006). It is the value of a resource or system, both the direct use, and existence use (value of
knowing that asset exists) (Perman et al, 2003). This can be articulated through their willingness to pay for a
service either directly (for example, paying for domestic or industrial water consumption) or indirectly (for
example, providing flood protection) (Rodgers et al 1998). For example, the value of the water supplied
through Wales’ National Parks is estimated at £6.7m per annum (NRW, 2013).

Risk
Much of the current valuation practices are focused on risk. This can be at an international level, for
example, the Global Risk Report, which included scales to measure impact and likelihood for each risk
(World Economic Forum, 2017). In the water sector, this can also be applied at an asset level through tools
such as the US Environmental Protection Agency (EPA) Vulnerability Self-assessment Tool (VSAT) 6.0
which conducts a drinking water or waste water utility risk assessment.
The EPA has created an example of assessing the wider risks through the Water Heath and Economic
Analysis Tool (WHEAT 3.0). This quantifies the adverse public health impacts (through injuries and fatalities)
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and the utility-level financial consequences, both direct and indirect) (EPA 2014). This risk assessment
approach has been incorporated into the EPA’s ‘Route to Resilience’ which includes assessment of risk and
emergency planning and training.

Ecosystem services
Payment for ecosystem services (PES) converts the social value of an ecosystem into a monetary value
(Heal, 2000). It is an approach which links those supplying services with the beneficiaries of the services
(Dunn, 2011). This can either be stand alone or feed into measurements like TEV. PES was adopted by the
Vietnamese Government in 2010 as part of natural resources management policies with an aim of protecting
forest protection and encouraging watershed management (Suhardiman et al, 2013). In the UK, PES has
been highlighted as an approach by the Welsh Government’s Environment Act (2016) and by the UK
regulator Ofwat (Ofwat, 2015), particularly to facilitate improved catchment management.

Metrics and maturity
Good practice in developing metrics and maturity approaches normally consider:
•

Goals (a long-term outcome of a programme, project or intervention);

•

Target (an objective to be worked towards, this should be measurable);

•

Indicators (a way to measure achievement which can be either quantitative with a numerical value,
for example, project payback period, or qualitative which is a descriptive characteristic, for example,
percentage of people satisfied with the service), and;

•

Monitoring (routine tracking and reporting of information) (Mason et Calow, 2012).

Metrics can either focus on outputs, for example, 10 workshops to enable cross utility sector working, or
outcomes, for example, the percentage of staff who understand a contingency plan for a critical asset.
Some existing methods offer a descriptive indication of resilience, however typically do not go as far as
quantifying and valuing these. For example, the City Resilience Index, which considers water provision as a
critical service, (CRI, Arup, 2016), uses a qualitative score for each metric based on guidance of best or
worst case.
The Welsh Water resilience framework (Welsh Water, 2017) built on and adapted this approach to develop a
maturity matrix with four maturity levels, from meeting legislation to global best practice and horizon
scanning, to assess the level of resilience of the organisation.
There are other methods currently being developed to assess and promote resilience in buildings. For
example, the Resilience-based Earthquake Design Initiative (REDi) Framework, developed to assess
earthquake resilience (Arup, 2013), uses quantifiable metrics which give a rating depending on safety,
downtime and losses. This approach is currently being adapted by Arup to consider flooding impacts and
responses.
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Resilience Value
There are no existing examples for the quantitative assessment of resilience value in the water sector. The
concept of the resilience dividend is emerging, describing the ability to secure multiple benefits from each
resilience initiative undertaken. This resilience dividend (Rodin, 2015), is the ability of systems to withstand
disruption more effectively, improving their current situation, and build new relationships and take on new
endeavours. This value is therefore wider than economic value and also considers social and environmental
value for improving well-being and reducing water-related risk (Grey and Sadoff, 2007) and of building strong
partnerships built on mutual understanding (Tanner et al, 2017). These benefits will be felt by a system at all
times regardless of immediate shocks and stresses (Rodin 2015). An example of this style of thinking in the
water sector is the pursuit of multiple benefits and partnership funding to deliver flood protection and other
outcomes with various stakeholders.

Figure 9: Examples of resilience lenses from recent methodologies: City Resilience Index (Arup and
Rockefeller Foundation, 2014), REDi Rating System (Arup, 2013)
The assessment and quantification of resilience value presents a range of intellectual and conceptual
challenges:
•

Can you only evaluate the success of a resilience intervention after a disaster has struck?

•

Can you understand the counterfactual to conceive of the impact of an intervention?

•

Given the range of factors and context that might impact on the resilience of a system, is it ever
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possible to extract one of these to understand its impact alone?

Integrated systems approaches
One of the key elements of resilience is the ability to link actions across sectors, systems and scales (Lovell
et al., 2016). An integrated entity has co-ordinated functions which work collaboratively across elements
(Rodin, 2015). There are some examples of integrated systems approaches in the water sector, however,
they are generally focused on a single shock or stress and are set up by a single entity, for example, a water
company.

Figure 10: Integrated systems approaches in the water sector

Continuity planning
In the water sector, the widespread approach to integration is focused around risk and responding to shock
disaster events.
In the Civil Contingency Act 2013, there is the requirement for emergency services and utilities to prepare to
work together in disaster events. Under the Act, utility companies have specific duties as category 2
responders, and participate in Local Resilience Forums (which follow the boundaries of local police force).
Most water utilities in the UK have completed continuity planning, which includes the roles of their staff and
emergency services during a shock. For example United Utilities, UK undertake a training and development
programme with emergency response training for all staff with an operational background. It also undertakes
live ‘disaster’ exercises (Dobson, 2016) with some involvement from the emergency services.
In the US, the Lifelines Council, San Francisco have undertaken a similar function with the Interdependency
Study which sets out a strategy to ensure communication and collaboration in disaster events between
utilities (including water, wastewater, transportation and energy). A similar approach with a community focus
is also evident in the New York ‘Know Your Zone’ campaign to improve understanding and effectiveness of
the city’s emergency plans including evacuation centres and lifelines in the city, and to encourage the public
to undertake their own emergency planning.
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Futures and trend analysis
Scenarios and futures approaches can provide a method of considering cross-sector working based on an
analysis of the shocks and stresses that a system may experience. The Future of Urban Water 2040 (Arup,
2015) creates four possible water scenarios, considering future stresses and trends and sets out the
implications of each scenarios on customers, infrastructure providers and government. This type of long-term
analysis enables strategies to be developed and actions undertaken to encourage positive outcomes from
future trends and improve resilience.
Future shocks and stresses have been considered at a whole sector level for other infrastructure sectors and
could be applied to the water sector. At present, these are often focused on just one stress. For example the
UK’s Tomorrow’s Railway and Climate Change Adaptation, from the Rail Safety Standards Board, looks at
the whole rail sector but considers only climate change related stresses under a variety of possible
emissions scenarios.

Soft systems approaches
Soft system approaches can be used for less well defined systems, and may sometimes be more suitable for
the water sector. These include both qualitative and quantitative approaches. Qualitative approaches
include N-squared models, which show high level qualitative interactions of well-defined interactions systems
and causal loop diagrams, which shows the interaction of characteristics. Causal loop diagrams have been
used mainly in academic literature, for example, they have been used to map sustainability in the rural water
in Timor-Leste (Neely & Walters 2016).

Figure 11:
Loop
exploring
sustainability of rural water supply programs in Timor-Leste (Neely & Walters 2016)

Causal
Diagram
the

There are more quantitative methods including agent based modelling and system dynamics for complex
systems which have been academically applied to Canadian network management (Rehan et al, 2011).
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Integrated approaches
The emerging approaches to integrated systems is to bring together consideration of the future shocks and
stresses. These include processes such as integrated catchment management, which many are aware of in
the water sector but is yet to be embedded in widespread strategy and practices. Integrated catchment
management, which integrates multiple stakeholders, can be used at varying scales, from smaller rivers
within Welsh counties to the Nile river basin spanning multiple countries.
In Arup’s ‘Design with Water’ this catchment-scale approach is integrated with planning and other sectors,
and enables collaboration with government, regulators, business, third sector and local communities (Arup,
2013).
As governance structures for water management change, with a shift from a state-led sectorial approach to a
more participatory approach (Hordijk et al, 2014), new methods to studying water systems will need to be
used. As water systems have less focus on the technical aspects and more on other dimensions (economic,
social and political); socio-technical analysis of systems may be more appropriate. This includes an equal
consideration of physical control, organisational control and socio-economic control (Abdullaev & Mollonga,
2010).

Transformative technologies that
facilitate critical system functionality
Technological disruptors could impact on models for resilience engineering in the water sector, now and in
the future. Some of these have the potential to facilitate critical system functionality. However, digital
technology also has the potential to cause fragility in the water sector.

Figure 11: Transformative technologies that facilitate critical system functionality in the water sector

Data – big data & open data
The quantity, accessibility and analysis of data is widely regarded as one of the most significant
technological disruptors for humankind. The collection and management of big data will enable industries to
reduce uncertainty associated with a shortage of data, and better predict future events (Jin et al, 2015).
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Moreover, the emergence of open data platforms increases the volume and timeliness of data, and opens
the possibility of crowdsourcing solutions that contribute to resilience (Lady et al, 2016).
New data transmission and capture technologies are improving the ability of organisations to respond to
shocks and stresses. Mobile phone data (from call and SMS records) has been identified as contributing to
the recovery from the shocks of disease epidemics (Cinnamon et al, 2016), whilst web search history
analysis can contribute to an adaptive response in the face of public health stresses (Jin et al, 2015).
Whilst use of data for modelling has been a fundamental part of the way the water sector works, we have
found few examples of new approaches to data collection and use through our study. Yorkshire Water’s
provision of open data to Data Mill North is one of the few examples, flowbru in Brussels and PETA Jakarta
(as shown in our case study) are others.

Smart networks
Smart networks can be described as the “collection of data-driven components helping to operate the dataless physical layer of pipes, pumps, reservoirs and valves. Water utilities are gradually deploying more dataenabled components. It’s up to us to make the most out of them, by turning the discrete elements into a
cohesive ‘overlay network’” (SWAN, The Smart Water Networks Forum, UK).
Whilst there is much discussion of smart water networks amongst water utility companies, there is little
evidence of the full potential being realised anywhere in the world. Given the complexity of the engineered
systems, integrating new technology into the existing built environment is not without its challenges. In many
parts of the world water utility companies are either publically owned, or heavily regulated, which often
results in a risk-averse and slow moving culture.

Smart &
Resilience

Figure 12: Resilience and smart © Arup

Machine Learning
Machine Learning is defined as a specific type of Artificial Intelligence I that “gives computers the ability to
learn without being explicitly programmed” (Samuel, 1959). It is commonly thought that machine learning can
be applied to the water industry, moving to the next level self-learning asset control. There are emerging
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examples of machine learning approaches to predict shock events, such as burst pipes (Kaushik, G. et al,
2017).

Autonomous technologies
Autonomous technologies, including drones, can reduce the risk of asset failure amongst utilities that would
traditionally rely on human surveying (Matikanien et al, 2016). Existing sensing technologies, such as
ultrasound, are being validated for the detection of long term stresses to pipe assets that could result in long
term failure (Zhu et al, 2015).

Customer / citizen engagement
Water services are a ‘hidden’ infrastructure, largely managed by technical professionals (de Graaf and van
der Brygge, 2010) with limited input from water consumers. Digital technology presents opportunities to
engage with customers in new ways, and create new relationships.
Smart meters also present an opportunity to influence consumer behaviour. Thames Water, UK has rolled
out smart meters to manage household water demand in 2016.

Non-digital technologies
New water treatment technologies are also likely to play a role in contributing to resilience, particularly in the
water sector. Desalination is starting to deliver more value, and is becoming less energy intensive
(Bergkamp, D). Nano materials are rarely used commercially, although their applicability as part of viable
water and wastewater treatment technologies is being actively explored (Haijiao Lu et al, 2016), especially
the presence of emerging contaminants (ECs), for example, pharmaceuticals, in wastewater continues to
rise.
Nature based solutions are also playing a part in contributing to resilience. Biomimicry, the emulation of
natural processes for solving human problems, is being increasingly applied at both a micro and macro
scale. Technological advances in modelling are seen as an essential enabler to the deployment of these
technologies, particularly for structures (Moheb Sabry Aziz et al., 2015), including the stabilisation of
shorelines (NOAA, 2016).
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Practice in the water sector
In order to understand current practice in the water sector, we have explored nine case studies. These were
selected to achieve coverage in three ways:
•

Geographically, covering a range of countries facing different resilience challenges

•

Across the water sector, considering flooding, drought, water supply, use and waste water

•

Across the four themes explored in section 3.

Figure 13: Eight case studies detailed in this report

Figure 14: Distribution of case studies across three water sector areas and four themes of resilience
engineering.
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Findings
Definitions
In the water sector, there are multiple definitions of resilience engineering that have been used
around the world in different contexts. However, common themes that emerge include the ability to:
•

Absorb the impact of shocks and stresses, with minimal impact on performance;

•

Adapt to changes in external factors; and

•

Recover from the impact of shocks and stresses, or even improve performance in spite of
them.

Further work would be required to develop a shared understanding of resilience engineering that can
be easily communicated to all. As shown in section 4.3, the UK flood industry use the term ‘resilience’
to describe a spectrum of practices that have evolved from a risk based management system. In
some cases, such as Melbourne in section 4.5, organisations are actively considering wider benefits
as part of a resilience framework.
A holistic approach considers the whole of a system, and the multiple actors within it. For a holistic
understanding of resilience, it is vital to include psychologists, social scientists, economists, and
environmental professionals, alongside engineers. Resilience must be thought of on a wide-scale and
interrelationships understood; for example, ensuring that by increasing resilience to one shock,
resilience to another is not compromised (Schipper and Langston, 2015).

Drivers for resilience
There are a number of different drivers for implementing resilience engineering in the water sector.
These range from extreme weather, like droughts in the Ica Valley or flooding in the UK to climate
stresses, like sea level rise in Kiribati. Legislation can also be a major driver in certain areas, as has
been the case in the UK. These drivers are context specific and vary between areas, however focus
and resources are frequently only mobilised followed a major event, such as Hurricane Sandy.

Methodologies
There are multiple methodologies for assessing and implementing resilience engineering, crossing
multiple themes.

Dynamic performance based design approaches
There are various existing approaches which have been applied to the water sector. Examples
include dynamic adaptive approaches for flood management, such as temporary barriers that respond

to specific flood events and biomimicry as a source of inspiration and value to multiple parts of the
sector. In general, these are pockets of best practice that are not widely or consistently adopted
across the sector.
There are other emerging approaches which have been applied in other sectors, especially in the field
of city resilience, but have yet to be applied to the water sector.

Tools and processes to value resilience and
ensure that value is realised through the project
life
The value of resilience in the water sector has yet to be effectively measured. However there are
various methods of measuring aspects of resilience. Processes such as payment for ecosystems
services offer a tool for valuing the multiple benefits of an intervention and metrics and maturity
approaches, for example, the Welsh Water Resilience Framework, offer a qualitative assessment of
the resilience of an organisation.
There are examples of quantitative measurement tools used in other sectors which could, and are
starting to, be applied to the water sector such as the Holistic Integrity Test from the nuclear industry
and REDi framework from the seismic industry. There are other emerging concepts, for example, the
resilience dividend, and the resilience rate of return on investment, which have the potential to
significantly influence decision making.
Valuing resilience is a complex process as the value of an initiative may contribute to improvements in
multiple sectors and systems, so the binaries of measurements may be difficult to define.
Furthermore, when performance indicators are chosen, they may not capture the interactions within
and across systems and the potential cumulative impacts (Tanner et al, 2017). Resilience is also
contextual and dependant on local circumstances, so the process of valuing resilience should be set
at the appropriate scale or boundaries and a balance must be made between specific indicators and
wide applicability (Keating et al. 2017).
Copenhagen’s Cloudburst Management Plan is an example that promotes the business case for the
implementation of blue and green infrastructure to protect against extreme flood events. The plan
compares options by calculating the costs of implementing different solutions and found that blue and
green infrastructure was often the cheapest solution.
The water sector in many parts of the world is driven by financial incentives – particularly in privatised
markets, such as the UK. The quantification of tools and processes is likely to be an important part of
encouraging wider uptake of resilience engineering in the industry.
However, the evaluation of resilience interventions presents a range of intellectual and conceptual
challenges:
•

Can you only evaluate the success of a resilience intervention after a disaster has struck?

•

Can you understand the counterfactual to conceive of the impact of an intervention?

•

Given the range of factors and context that might impact on the resilience of a system, is it
ever possible to extract one of these to understand its impact alone?

Integrated systems approaches
Undertaking cross-sector contingency responses can be difficult, as this is likely to require working
with multiple agencies across different disciplines. Different organisations use different terminologies,
and are driven by different models and goals. They may also lack experience in dealing with other
sectors (Chang et al, 2014).
In addition to finance, regulation is often one of the key drivers within the water sector. Regulation on
resilience can, therefore, be a primary tool for implementation. However, it is also vital that legislation
is appropriate and properly enforced. As shown by efforts to limit new borehole construction in the Ica
Valley in Peru, without enforcement legislation has little effect on changing behaviour.
Initiatives such as integrated catchment management and scenario development are starting to be
brought into practice, and can be used to create capacity to deal with shocks and stresses. These
require tools for assessing impacts across a catchment, and legislation to ensure all elements of the
catchment system are considered such as the European Water Framework Directive. This can also
act as a platform for sharing understanding of how disruptive events can have cascading impacts
across systems and sectors (Tanner et al, 2017).

Transformative technologies that facilitate critical
system functionality
Many of the technologies implemented within the water sector have not been established or applied
for long enough to prove their value. For example, Flowbru in Brussels has created an online network
for monitoring rainfall, surface water and waste water, but little information is available on whether the
benefits have been realised.
Digital platforms are being used gather and analyse large amounts of data for better decision making.
For example, PETA Jakarta in Indonesia is a single, open source platform that allows all stakeholders
to use the same data and software and enable more effective planning for the future. However,
compared to the energy market, the uptake of smart meters and networks has been slow. In addition,
the capture and open-sharing of big data has been limited due to concerns over the cyber-security of
data. Therefore, the benefits that data and digital control systems can bring to the resilience of water
systems are far from being fully realised.
Since water is a critical utility, as well as being recognised as human right by international institutions,
there is little capacity for experimentation and a low appetite for risk within the sector. Therefore
methods to create an environment where it is ‘safe’ to fail so that experimentation can occur will
enable new technologies to be tested. Approaches such as hackathons and other innovative
crowdsourcing initiatives may help to accelerate this process.

In summary, there is evidence of current practices in the water sector that reflect each of the four
themes. It is clear that there are opportunities to build on and integrate these practices into a more
holistic and consistent resilience engineering agenda, which draws on up to date best practice from
other sectors. The methodology for achieving this in the water sector across differing geographies and
contexts will need to be explored further.

Role of resilience in decision making
Our research has shown that whilst resilience is beginning to be considered at a strategic level within
the water sector, for example, the Welsh Water Resilience Framework and City Resilience
Framework. In order to encourage the consideration of resilience in strategic-level decision making,
training and learning will also be required to improve understanding of why resilience engineering is
important and beneficial. In particular, as the water sector in many parts of the world is driven by
financial incentives (either through shareholders or insufficient public funds), investing in improving
the resilience of water infrastructure to low likelihood, high consequence events is currently a
secondary priority to maintaining existing aging infrastructure.
In addition, there are few examples where resilience engineering is integrated into project level
decision-making. We have noted that much of the project engineering decision-making within the
water sector in the UK, USA and Australia is highly regulated and defined by guidance and standards,
reflective of an industry is risk adverse and slow to embrace change. Health and safety culture can be
seen as both an opportunity and a threat to embedding resilience into decision-making in the sector.
In order to affect change, amendments will need to be made to regulation and guidance.
Furthermore, the development of tools and techniques and the wider capacity building will be required
to equip asset owners and engineers with the knowledge and skills to make informed decisions at a
project-level.

Enablers and barriers
A summary of the key enablers and barriers are discussed below.

Social and cognitive
There are a number of examples of narrow or unhelpful uses of the term resilience in the water
sector. For example, the reconstruction program in New York after Hurricane Sandy was described as
a resilience program, and in the UK, the use of the term ‘flood resilience’ has varying interpretations in
the industry.
The water sector does however, have a number of examples of taking a whole system approach,
including integrated catchment management, implementation of natural flood management and green
infrastructure, and tools such as ecosystems services assessments, which capture the multiple
benefits of these projects. The fact that the water system is an inherently natural system, which has
some resilience inbuilt, helps in making these approaches accessible.

Normative
There are limited examples of processes for embedding resilience into the water sector. Valuation
tools have been developed for certain elements, such as ecosystems services or the wider benefits of
green infrastructure.

Information
Effectively capturing and processing data was seen as lacking in some areas, such as the need for
improved modelling in understanding the role of catchment management in flood protection and
improved water quality.
The water sector has been relatively slow in its uptake of new technologies due a risk-averse
regulatory and ethical environment. It is therefore difficult to prove the value of these technologies for
promoting resilience engineering.

Regulative
There have been some attempts in the water sector to develop shared understanding of resilience.
For example, in the US, the EPA has adopted the definition from US President Policy Directive 21,
and in the UK, Ofwat, the regulator, has developed a definition of resilience. However, as this was not
followed by appropriate guidance, the onus is on water utility companies to interpret this and develop
their own context specific narratives and frameworks. Regulation plays a major role in this sector, and
can act as a key barrier or enabler, depending on the approach of regulators and governments.

Opportunities
In line with the barriers and enablers identified in our findings, we have developed opportunities
across the four areas of:
•

Social and cognitive,

•

Normative,

•

Information, and

•

Regulative.

We have developed these opportunities considering three different stages of action: implementation,
pilot projects, and research.

Figure 24: Opportunities to move towards implementation of resilience engineering in the water
sector.
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